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OINIPEJAEJ/IEHUA

B HacrosmmeM JOKYMEHTE WCIIOJIB3YIOTCS CJACAYIONUE TEPMHHBI W HUX
OTIpe/ICTICHHUSI.

ABTOMATH3MPOBAHHASI CHCTEMAa — CHCTEMa, COCTOSINAas W3 MEepCoHaIa |
KOMIIJIEKCa CPEACTB aBTOMAaTHU3allMU €ro JACATEIbHOCTH, pealu3yromas nHpopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJTHEHUS YCTAHOBJICHHBIX ()YHKIIUH.

AyTeHTH(UKAIUS OTIPABUTEJISI JTAHHBIX — TIOJTBEPKICHUE TOTO, YTO OT-
IIPABUTEIb MMOTYYEHHBIX JaHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onacHOCTh, NMEPCOHAJBHBIX JAHHBIX — COCTOSHHC 3allUIICHHOCTH
NEPCOHANILHBIX  JIAHHBIX, XapaKTEpU3yeMoe CIIOCOOHOCTBIO  TIOJH30BATENEH,
TEXHUYECKUX  CPEACTB HW  WHQPOPMAIMOHHBIX  TEXHOJOTHH  00ECIeUUTh
KOH(UEHIIUATBHOCTD, IEJIOCTHOCTh U JOCTYIMHOCTh MEPCOHAIBHBIX AAHHBIX MPHU
ux 00paboTke B MH(OPMAIIMOHHBIX CHUCTEMAaX MEePCOHATBHBIX JaHHBIX.

buomerpuyeckne nmnepcoHaNbHbIe [JdaHHbIE — CBEJEHUSA, KOTOpbIE
XapaKTepu3yloT (PU3HOIOTHYECKHEe OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBHUTBH €T0 JHMYHOCTH, BKJIIOYas (ororpaduu, oTrneyaTKd MaIbIICB,
o0pa3 ceTyaTKM TJa3a, OCOOCHHOCTH CTPOEHHUS Tela U JPYrylo TOJI00HYIO
uHOOpMAaIHIO.

BiokupoBanne mnepcoOHANBHBIX JAAHHBIX — BpPEMEHHOE TMpEKpaIieHue
00pabOTKH MEePCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, eclii 00paboTka
HeoOXoIuMa 71l YTOYHEHHS TIEPCOHATBHBIX JaHHBIX).

Bupyc (KOMIbOTEpPHBI, IPOrPaMMHBIH) — UCIIOJHIEMBIA ITPOTPAMMHBIN
KOJI WJIM MHTEPIPETUPYEMBbIi HA0Op MHCTPYKIUH, 00IaNaromnii CBOMCTBAMU HE-
CaHKIIMOHUPOBAHHOTO PACIPOCTpaHEHUsI W camoBocrpousBeacHus. Co3laHHbIC
TyOIMKaThl KOMITBIOTEPHOTO BHpPYCa HE BCET/Ia COBMAIAIOT C OPUTHHAIOM, HO CO-
XPaHSIOT CIIOCOOHOCTh K JTATbHEHIIIEMY PacipOCTPAaHEHUIO U CAMOBOCIIPOU3BEIC-

HHIO.



Bpenonocnasi nporpamma — nporpaMmma, peHa3HaueHHas I OCYIIECTB-
JICHUS HECAHKIMOHUPOBAHHOTO JIOCTYIAa W (WJIM) BO3JCHCTBHS HA MEPCOHATIBHBIC
JTAHHBIC WU PEeCypChl HHPOPMAITMOHHOM CUCTEMBI IIEPCOHATBHBIX JaHHBIX.

BcnomorartesibHbIe TeXHHYECKHE CPeICTBA M CHCTEMBbI — TEXHHYCCKHE
CpeICTBA M CUCTEMBI, HE NPeIHA3HAYCHHBIC ISl Iepenad, oOpabOTKU M XpaHEHUS
NEPCOHATBHBIX JaHHBIX, YCTAHABIUBAEMBIC COBMECTHO C TEXHUYECKUMHU CPEJICT-
BaMU M CHUCTEMaMHU, MPEJIHA3HAYCHHBIMH JJII 00pabOTKH MEPCOHATBHBIX JaHHBIX
WIM B TIOMCIICHUAX, B KOTOPBIX YCTAaHOBJICHbI WH(OPMAIIMOHHBIC CHUCTEMBI TEPCO-
HaJIbHBIX JTAHHBIX.

JocTynm B OnepanuMoHHYK cpeay KommbioTepa (MHGOPMAIMOHHOH
CHCTEMBbI TEPCOHAJBHBIX JaHHBIX) — TIOJTyYE€HHE BO3MOXKHOCTH 3aIllycka Ha
BBIITOJTHCHUE INTATHBIX KOMaHJ, (YHKIMHA, TMPOLEAYp ONEPAIMOHHOW CHCTEMBI
(YHUYTOKEHUS, KOIMPOBAHUS, TMEpEMEIIeHUss U T.OL.), HCIOJHSAEMbIX (hailyioB
NPUKIIAIHBIX IIPOTPAMM.

Joctyn k mHpopManum — BO3MOXKHOCTb MONy4YeHHs: MHGOPMAIMUA U €€ HC-
MIOJIb30BAHMS.

3aK/a/104H0e YCTPOHCTBO — JIEMEHT CPEJICTBA CheMa H(OpMAaIK, CKPBITHO
BHENIPSIEMbIN  (3aKJIa/IbIBAEMbId WM BHOCHUMBIA) B MeECTa BO3MOXKHOIO CheMa
uH(popMaluK (B TOM YHUCJIE€ B OrpakAeHHE, KOHCTPYKIIUIO, 000pYIOBaHUE, MPEIMETHI
MHTEphEPa, TPAHCTIIOPTHBIE CPEACTBA, a TAKKE B TEXHUYECKHE CPEACTBA M CHUCTEMBI
00paboTku uHPOpPMAIUN).

3amumaemass uHgopmanusi — uHGOpPMAIHS, SBISFOMIAACS MPEAMETOM COO-
CTBEHHOCTH W TIOZJIC)KAIasi 3all[UTe B COOTBETCTBUHM C TPEOOBAHUSMH IPABOBBIX
JIOKYMEHTOB WJTH TPEOOBaHMSMH, YCTaHABIMBAEMBIMI COOCTBEHHIKOM MH()OPMAITHH.

NnenTnduxanus — npricBoeHHE CyObEKTaM MW OOBEKTAM JIOCTYNA WICHTH-
¢ukatopa W (WIM) CpaBHEHHE TPEIBSBISEMOr0 WIACHTH(UKATOpa C TepeuHeM

MIPUCBOCHHBIX UAECHTU(DUKATOPOB.



NudopMaTuBHBIA CUTHAJ — JJIEKTPUUYECKUE CHUTHANBI, aKyCTHUECKHUE, JJIEK-
TPOMarHuTHbIE W ApYyrve (QU3WYecKHe MO, MO TapamMeTpaM KOTOPBIX MOXKET ObITh
packpbITa KOH(DUACHIMATRHAS HH(popMalus (TIEpCOHATILHBIE JaHHBIE) 00pabaThiBacMast
B MH()OPMAILIMOHHOM CUCTEME MIEPCOHATBHBIX IAHHBIX.

NudopmanuonHbie TEXHOJOTHH — IPOIECCHI, METOJBI TIOMCKA, cOOpa, Xpa-
HEeHUs, OOpaOOTKH, TMPEIOCTABICHUS, PACIpPOCTpaHEHUs] WH(OpPMAIMKU U  CHOCOOBI
OCYIIECTBJICHHS TAKUX MPOLECCOB U METOJIOB.

NudopmannonHas cucremMa mnepcoHaabHbIXx aaHHbIXx (UCIIAn) -
COBOKYITHOCTb COJIEpXKaIuXcsi B 0a3ax JaHHBIX TEPCOHAIBHBIX JIAHHBIX H
obecrnieurBarOmMMUX UX 00padOTKYy WH(POPMAITMOHHBIX TEXHOJOTUM M TEXHUUYECKUX
CPEIICTB.

Hcnonb3oBaHue NEPCOHANBHBIX JAHHBIX — JCUCTBUA (Omepanuu) C
NEPCOHATBHBIMU JaHHBIMHU, COBEpIIAEMbIE OIEPATOPOM B IENSIX MPUHATHS
pEIICHU WM COBEPIICHUS WHBIX JEHCTBUH, MOPOXKIAIOIMUX OPUANUYECKIE
MOCJICJICTBUSL B OTHOIIEHWU CYOBEKTa MEPCOHAIBHBIX AAHHBIX WU JPYTUX JIHII
100 MHBIM 00Pa30M 3aTparuBaroIIMX MpaBa U CBOOOABI CYObEKTa TIEPCOHATBHBIX
JAHHBIX WA IPYTUX JUII.

HcTounuk yrpo3nl 6e3onacHocT uH(poOpMauuu — CyObEKT JOCTyIa, MaTe-
PUATBHBINA O0BEKT WM (PU3NYECKOE SBICHUE, SBISIOMIMECS MPUYMHON BO3HHUKHOBEHMS
yrpo3bl 6€30MacHOCTH UH(HOPMAIIHH.

KonTposupyemasi 30Ha — NPOCTPAHCTBO (TEPPUTOPHSL, 3AHUE, YaCTh 3AHUS,
MIOMEIICHUE), B KOTOPOM HCKITIOYEHO HEKOHTPOJIMPYEMOE MpeObIBaHUE MOCTOPOHHUX
JIIT, @ TAK)KE TPAHCTIOPTHBIX, TEXHMYECKUX M MHBIX MATEPUAIIBHBIX CPEJICTB.

KonguaeHHAJIbHOCTh MEPCOHAJBbHBIX [JAaHHBIX — O00s3aTelIbHOE IS
COOJTFOZICHHS OTIePAaTOPOM MIJIA WHBIM TTOMYYHBIIAM JOCTYI K TIEPCOHATBHBIM JTAHHBIM
TAIIOM TpeOOBaHME HE JOMYCKaTh WX paclpocTpaHeHhe Oe3 cornmacusi CyObeKTa

NEPCOHAIBHBIX JAHHBIX WJIM HAIMYKWA MHOI'O 3aKOHHOI'O OCHOBAHMS.



MeskceTeBOM IKPaH — JIOKATbHOE (OJHOKOMIIOHEHTHOE) WK (PYHKIIMOHATIBHO-
pacrpesielieHHOe TporpaMMHOE  (IIpOrpaMMHO-aMapaTHOE) CPeACTBO  (KOMILIEKC),
peam3yrolee KOHTPOIIb 3a MH(opMaLeH, MocTynaromiel B MHQOPMAIMOHHYIO CUCTEMY
MIEPCOHATBHBIX JJAHHBIX U (MJIH) BBIXOASIIECH U3 HHGOPMAIIMOHHONW CUCTEMBI.

Hapymurennb 6e30nacHOCTH NEPCOHAJBHBIX JAHHBIX — (PU3MUECKOE JIHLIO,
CITy4aiHO WJIM MPEAHAMEPEHHO COBEpLIAIOIIEe TEUCTBHS, CIECTBUEM KOTOPBIX SBISETCS
HapyllleHue Oe30MacHOCTH MEPCOHATBHBIX JAHHBIX MPH UX OOpabOTKe TEXHUYECKUMHU
CpencTBaMy B MHPOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX.

HeaBromaTusnpoBanHasi 00pa00TKa MNEPCOHAJBHBIX [JaHHBIX —
00paboTKa MEepCOHANBHBIX JTAHHBIX, COAECPKAIIMXCSA B MH(OOPMAIMOHHON cucTeMe
NEPCOHAIBHBIX JaHHBIX JHOO W3BJICYCHHBIX W3 TaKOW CHUCTEMBI, CUUTAETCS
OCYIIECTBICHHOU 0e3 UCIIOJIb30BaHUS CpelCTB aBTOMaTHU3aIUU
(HeaBTOMAaTU3UPOBAHHO), €CIIM TaKue JEHCTBUS C MEPCOHANIBHBIMU JTAHHBIMU, KaK
UCIIOJIb30BAHUE, YTOYHEHHUE, PACIPOCTPAHEHHE, YHUYTOKEHHE IEPCOHAJIbHBIX
JAHHBIX B OTHOIIEHUH KaXJOr0 U3 CYOBEKTOB TEPCOHAIBHBIX JaHHBIX,
OCYLIECTBIIIOTCS MPU HEMOCPEICTBEHHOM yYaCTHH YEJIOBEKa.

HenexknapupoBanHble BO3MOKHOCTH — (YHKIHMOHAJIBHBIE BO3MOXKHOCTH
CPEIICTB BBIYMCIUTEIBHOM TEXHUKH, HE ONHMCAaHHbIE WIM HE COOTBETCTBYIOILLIUE
OIMCAHHBIM B JTOKYMEHTAIlUH, MPU WCIOJIb30BaHUH KOTOPHIX BO3MOYKHO HapyllIEHHE
KOH(UICHIIMATBHOCTH, JOCTYITHOCTH WM IEJOCTHOCTH 0oOpaOaThiBaeMOW  WH-
dbopmanuu.

HecaHKIIMOHMPOBAHHBIM AOCTYN (HECAHKIHMOHMPOBAHHbIEC HEHMCTBHUS) —
J0CTyn K wHGOpPMAIMK WM JSUCTBUS ¢ MH(OpMaIen, HapyIIaoye MpaBuiia pas-
IpaHUYEHUSI JOCTyNa C HWCHOJIb30BAHUEM IITATHBIX CPENCTB, MPEIOCTABISEMBIX
WH(OPMAITMOHHBIMU CUCTEMaMH TTEPCOHAIIBHBIX JIAHHBIX.

Hocuteab uHpopmannu — GU3HUECKOE JIUIO WM MAaTEPUATLHBINA OOBEKT, B

TOM 4HCIIe (PU3UYECKOE TI0JIE, B KOTOPOM MH(OPMALUSI HAXOJIUT CBOE OTPAKEHUE B BUJIE



CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUNA U MPOIIECCOB, KOMMYECTBEHHBIX
XapaKTEePUCTUK HU3UUECKUX BEIIMUMH.

O0e3nuuBaHue NEPCOHANBHBIX JAHHBIX — JEHUCTBUS, B pe3yJbTaTe
KOTOPBIX CTAaHOBUTCSI HEBO3MOXXHBIM 0€3 HCIOJB30BaHUS JOMOTHUTEIHLHON
nH(pOpMaINK ONIPeIeTUTh MPUHAIIICKHOCTD MEPCOHATBHBIX IAHHBIX KOHKPETHOMY
CyOBEKTY MEPCOHANIbHBIX JAHHBIX.

O0padoTka mepcoOHANBHBIX JAHHBIX — JIIO00E JeicTBUE (Omepalus) Win
COBOKYITHOCTb JICHCTBUI (omepaliuii), COBEpIIaeMbIX C UCIIOIH30BAHUEM CPEJICTB
aBTOMAaTH3alluid Wi 0€3 HCIOJB30BAHUS TaKUX CPEACTB C TNEPCOHATBHBIMU
JAaHHBIMHU, BKJIIOYas cOOp, 3aIluch, CUCTEMATH3allUl0, HAKOIUICHHE, XpaHCHUE,
yTouHeHHe (OOHOBJICHWE, W3MEHEHWE), HM3BJICUEHUE, HUCIIOIh30BaHHUE, IMepenady
(pacnpocTpaHeHue, MpPEAOCTaBICHHE, JOCTYI), OOE3IHUYHMBaHKE, OJOKHpPOBAHHE,
yllaJeHue, YHUUTOKEHHUE MEPCOHAIBHBIX TaHHBIX.

OO0menocTynHble NepcoHAIbHbIE JaHHbIEe — TIEPCOHANBHBIE [AHHBIE,
JOCTYIl HEOTPAaHWYEHHOTO Kpyra JIMIl K KOTOPBIM MPEJOCTABIEH C COTJacus
CyOBEKTa TMEpPCOHAIBHBIX JIaHHBIX WJIM Ha KOTOpPble B COOTBETCTBHUH C
dbenepanbHBIMU  3aKOHAMHU HE paclpoCTpaHseTcs TpeOOBaHUE COOIOACHUS
KOH(UICHITNATEHOCTH.

Oneparop (NMEepPCOHANBHBIX JAHHBIX) — TOCYIApCTBEHHBIA OpTraH,
MYHHUITUTIATBHBIA OpraH, IOPUANYECKOe WM (PU3NYECKOE JIMII0, CAMOCTOSITEIILHO
WM COBMECTHO C JPYTMMH JIMI[AMU OPraHU3YIOMIME U (WJIM) OCYIIECTBISIONINE
00paboTKy MepCOHATBHBIX JaHHBIX, a TAKXKE OINPEICIAIONINEe IeTu 00paboTKu
MEPCOHANBHBIX JIAHHBIX, COCTaB MEPCOHAIBHBIX JAHHBIX, TOJIEKAIMUX 00paboTKe,
nercTBUs (Onepalnm), COBEpIIaeMble C IEPCOHAIBHBIMU JIAHHBIMH.

Texnnueckue cpeacTsa HMHMOPMALMOHHOM CHCTEMBbI IEPCOHAJIBHBIX
JAHHBIX — CPEJICTBA BBIYKCIUTEIBHON TEXHHUKH, MH()OPMAIIOHHO-BHIYHCIUTEIILHBIC
KOMIUIEKCHI ¥ CETH, CPEJICTBA M CUCTEMBI Iepeaayun, ipruema u oopadotku I1/1H (cpencTpa

N CHUCTCMbI 3BYKO3allMCH, 3BYKOYCWICHM:, 3BYKOBOCIIPOM3BCACHM:A, IICPCTOBOPHBLIC H



TEJIEBU3UOHHBIE YCTPOICTBA, CPEACTBA M3TOTOBJICHUS, TUPAKUPOBAHHS JIOKYMEHTOB U
Jpyrue TeXHUUYECKUEe CPEICTBA 0OPAOOTKH PeUueBO, rpaduieckom, Buieo- U OyKBEHHO-
1UQppoBoit HHPOPMAIHHK), TPOrPAMMHBIEC CPEJICTBA (OMEPAIMOHHBIE CUCTEMbI, CUCTEMBI
yIipaBiieHus: 0a3aMy JaHHBIX U T.IL.), CPEJICTBA 3aIUThl UH(OPMALHH, IPUMEHSIEMBIE B
MH()OPMALMOHHBIX CUCTEMAX.

IlepexBat (MH(popManmu) — HEMpaBOMEpPHOE MOJy4YeHHE HMHPOPMALMH C
UCIOJIb30BAaHUEM TEXHHUYECKOIO CpPEICTBa, OCYILIECTBISIONIET0 OOHapyKeHHeE,
npueM 1 00paboTKy MHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHble naHHBIe — J100ass MHPOpPMALKA, OTHOCAIIASACA K MPSIMO
WIM KOCBEHHO ONpEIEIECHHOMY WIH OIpeAeasieMoMy (PU3UYECKOMY JIUILY
(cyOBeKTy MmepCcoHaIbHBIX TaHHBIX);

I[lo6ouHble  3IJEKTPOMATHUTHBIE  W3JIYYeHMS M HABOAKH  —
ANEKTPOMArHUTHbIE M3IYYEHHsS] TEXHMUYECKHUX CPEACTB 00pabOTKH 3alluiliaeMoi
uHpOpMAIlMK, BO3HMKAIOIIME Kak MOOOYHOE  SBJIEHME U  BBI3BAaHHBIC
ANEKTPUUECKUMH CUTHAJIAMU, IEUCTBYIOIMMH B UX AJIEKTPUUYECKUX U MAarHUTHBIX
HENsX, a TAKXKE DJIEKTPOMArHUTHbIE HABOJKU 3TUX CUTHAJIOB HAa TOKOMPOBOJISIIINE
JTUHUU, KOHCTPYKIUH U LIETH ITUTAHUS.

IMonuTHKa  «YUCTOTO  C€TOJA» —  KOMIUIEKC  OpraHU3allMOHHBIX
MEPOIPUSATUH, KOHTPOJUPYIOMIUX OTCYTCTBHE 3alMCHIBAaHUA Ha OyMaKHbIC
HOCUTEIM KIOYe M aTpuOyTOB nocTyna (mapoJieil) U XpaHEHUs HX BOIU3HU
00BEKTOB JOCTYTIA.

IHonb3oBaTe b MHPOPMALMOHHON CHCTEMBbI NEPCOHANBHBIX JAHHBIX —
JUI0, ydYacTByromee B (QYHKIMOHUPOBAHWHM WH(DOPMAITMOHHOW CHUCTEMBI
MEPCOHATBHBIX JAHHBIX WM UCIIOJIB3YIOIIEe pe3yIbTaThl €¢ (YHKIIMOHUPOBAHUSI.

IIpaBuia pa3rpannyeHusi 10CTYNa — COBOKYITHOCTh MPABUJI, PETIIAMEHTH -
PYIOILIUX MpaBa JA0CTyIa CyOBEKTOB 1OCTyIAa K 00BEKTaM JOCTYyTIA.

IIporpamMmMHas 3akjajgKa — KoJ IPOrPaMMBbI, TPETHAMEPEHHO BHECCHHEIN B

nporpamMmy C LOCJIbIO OCYHICCTBUTh YTCUYKY, U3MCHUTD, 6J'IOKI/IpOBaTB, YHHUYTOXKHUTD
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MH(pOpMALIMIO WM YHUUYTOXHUTH U MOAU(DUIIMPOBATH IPOrpaMMHOE oOecrieueHue
MH(OPMAIIMOHHONW CUCTEMBbI NEPCOHATIBHBIX NAHHBIX U (WIM) OJOKMpOBATh arra-
paTHbIE CpE/ICTBA.

IIporpamMHoe  (mporpaMMHO-MaTeMaTHyecKoe)  BO3JdelicTBHE  —
HECAaHKIIMOHUPOBAaHHOE  BO3JIEWCTBUE HA  PECypChbl  aBTOMATU3HPOBAHHOMN
MH(GOPMAIIMOHHON CHUCTEMBI, OCYIIECTBIIIEMOE C MCIOJIb30BAHUEM BPEIOHOCHBIX
IPOTpaMM.

PackpbiTHe NEPCOHANBHBIX JAHHBIX — YMBIIIJIEHHOE WM CIy4aiHOe
HapylIeHne KOHOHUICHITUATLHOCTH MTePCOHATBHBIX JIAHHBIX.

PacnpocTpaHeHne NMepPCOHAJBHBIX JAHHBIX — JEHCTBHS, HANpPaBICHHBIC
Ha PacCKphITHE TIEPCOHATBHBIX JJAHHBIX HEOTIPEACICHHOMY KPYTY JIMII.

Pecypc uH(popMauMOHHOI CUCTEMBbI — UMEHOBAaHHBIN AJIEMEHT CUCTEMHOTO,
IPUKIIATHOTO W anmapaTHOTO oOecrieueHus (GYHKITMOHUPOBAHUS
MH(GOPMAIIMOHHOW CUCTEMBI.

CnenuajibHble KATerOpUM IEPCOHAJBHBIX [JaHHBIX — I[I€PCOHAJBHBIE
JAHHBIE, KacalollUecs] PacoBOM, HAIMOHATBHON MPUHAIEKHOCTH, MOJUTUYECKUX
B3TJISAJIOB, PEIUTHO3HBIX WM (PUIOCOPCKUX YOCKIACHUN, COCTOSHUS 370POBbS U
UHTUMHOM JKU3HU CyOBEKTa MEPCOHANBHBIX JIAHHBIX.

CpeacrBa BbIYNCIUTEIbHONH TEXHUKH — COBOKYTHOCTb IPOIPAMMHBIX U TEX-
HUYECKUX DJIEMEHTOB CHUCTEM OOpaOOTKM JaHHBIX, CIIOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOSITEIbHO WJIM B COCTaBE APYTUX CUCTEM.

Cyo0bekT mocrtyna (cy0ObeKT) — JIMIO WIM MPOLECC, JCUCTBUS KOTOPOTO per-
JTAMEHTHUPYIOTCS TpaBUIaMH pa3rpaHUUCHUS JOCTYIIA.

TexHnuecknii KaHaJ yTeYKU MH(POPMALMM — COBOKYITHOCTb HOCHUTENS WH-
dopmarmu  (cpenctBa 00pabOTKH), (DU3MUECKON Cpembl pacnpocTpaneHuss HHGOP-
MaTHBHOTO CHT'HAJIA M CPEJICTB, KOTOPHIMH JOOBIBACTCS 3aluIiaeMasi ”HPOpMaIIus.

TpancrpanuyHas mnepeladya MNeEePCOHAJNBHBIX JaHHBIX — Tiepegaya

MEPCOHAIBHBIX JaHHBIX OMNEpPaTopoM 4Yepe3 ['0CyapCTBEHHYIO TpaHULLY
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Poccuiickon ~ depepaumu  opraHy — BJIACTH ~ HMHOCTPAHHOIO  I'OCYHApCTBa,
(u3MYECKOMY WIH IOPUIUYECKOMY JIUIY HHOCTPAHHOT'O TOCYIapCTBA.

Yrpo3sl 0€30MaCHOCTH MEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTh YCIOBUM U
(haKTOpOB, CO3IAIOUIMX OMACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YKCIIE CIy4YaiHOro,
JOCTyIa K IEPCOHAIBHBIM JIAHHBIM, PE3YJIBTATOM KOTOPOTO MOXET CTaTh YHUUTOKEHHE,
U3MEHEHHue, OJIOKMpOBaHUE, KOIMMPOBAHKE, PACIIPOCTPAHEHHE MEPCOHAIIBHBIX JIaHHBIX, a
TaK)Ke MHBIX HECAHKIIMOHUPOBAHHBIX JACUCTBUI MPU UX 00paboTKe B MH(OOPMAITMOHHOM
CUCTEME MEPCOHATIBHBIX JAHHBIX.

YHHMUYTOKEHHE TEPCOHAJbHBIX [AHHBIX — JCHUCTBUA, B PE3YJbTATE
KOTOPBIX CTAaHOBUTCS HEBO3MOXXHBIM BOCCTAaHOBUTH COJIEP’KAHUE MEPCOHATBHBIX
JAHHBIX B WH(POPMAIMOHHON CHUCTEME TMEepPCOHANIBHBIX JaHHBIX H (WJIH) B
pe3yJibTaTe KOTOPBIX YHUUTOXAIOTCS MaTE€pUANIbHBIE HOCUTENIM NEPCOHATBbHBIX
JAHHBIX.

VYreuka (3ammmaeMoi) uHGoOpMaNMU MO TEXHHYECKHM KaHAJIaM —
HEKOHTPOJIUPYEMOE PACHPOCTPaHEHHE MH(POPMAIIUU OT HOCHUTENS! 3alluIaeMon nHQop-
Maluu 4epe3 (DU3MUECKYI0 Cpeay /0 TEXHHMYECKOrO CPEICTBA, OCYIIECTBIISIOIIETO
nepexBaT HH(OOPMAIIHH.

YA3BUMOCTB — CITa00CTh B CPEACTBAX 3aIUTHI, KOTOPYIO MOXKHO HCIIONB30BaTh
JUTSL HApYILICHUST CUCTEMBI WITH COJIEpKaIIICHCsl B HEM MH(DOpMAIIUH.

IesocTHOCTH MH(pOPMAIIUM — CITIOCOOHOCTh CPEJCTBA BBIYMCIUTEIILHON TEX-
HUKU I aBTOMATH3UPOBAHHON CHCTEMBI 00ECTICUrBaTh HEM3MEHHOCTh MH(OPMALIUH B

YCIIOBHSX CITyYalHOTO /WK TIPEHAMEPEHHOTO UCKKEHUS (pa3pyIIeHHUs ).
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OBO3HAYEHHUA U COKPALLLEHUA

ABC — aHTUBHpYCHBIE CPEACTBA

APM — aBTOMaTH3UpOBaHHOE paboyee MECTO

BTCC — BcriomorarenbHble TEXHUYECKHE CPEACTBA U CUCTEMBI
NCTI 11 — nadopmaliioHHas CUCTeMa MEPCOHATTBHBIX IAHHBIX
Wb — undopmaipionHas 6€30MacHOCTb

K3 — konTponmpyemas 30Ha

JIBC — nokanbHasi BBIYMCIUTEIBHAS CETh

M3 — mexceTeBOM dKpaH

HC/] — HecaHKIIMOHMPOBAHHBIN JOCTYI

OC — oniepaliioHHas cucTema

[T/1H — nepcoHaIbHbBIE TaHHBIE

[IMB — nmporpaMMHO-MaTEMaTHYECKOE BO3ACUCTBHE

I10 — nporpammHoe oOecrieueHue

I[IOMUH — no6ovHbIe 371eKTPOMArHUTHBIC M3TYYEHHS M HABOJIKU
CA3 — cucreMa aHann3a 3alUIICHHOCTH

C3U — cpenctBa 3amuThl HHOOpMALTHH

C3I1IH — cucTeMa (mocucTeMa) 3alUThl IEPCOHATBHBIX JAHHBIX
COB - cucrema 00HapYKEHUS] BTOPKEHUHN

TKYU — TexHnueckre kKaHaIbl yTeUKd HHPOPMAITUN

VYBIIJIH — yrpo3s! 6€30IMacHOCTH IEPCOHATBHBIX JAHHBIX
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BBEJAEHUE

Hacrosiee [Tonoxenue uH(OpMaIMOHHON 0e30MmacHOCTH B
PecniyOnukaHCKOM TOCYIapCTBEHHOM OFOKETHOM JIe4eOHO-TIPOPHITAKTHYECKOM
yupexxnenun — «KapauaeBo-Uepkecckas  pecmyONMKaHCKass — MH(EKIIMOHHAs
KIuHU4Yeckass 6onpHUNAay (nanee nmo texkcty — PIBJIITY «KUYPUKbBy), sBusetcs
opUIIUATIBHBIM JIOKYMEHTOM, B KOTOPOM OIMpEJEJIiCHa CHUCTEMa B3TJISAI0B Ha
ob6ecneuenue nnpopmanronnoi 6e3onacuoctu PI'BJIITY «KUPUKDB».

HeoOxonumocTts paszpabotku [lonoxeHus oOyclioBiI€Ha CTPEMHUTEIbHBIM
pacuiupeHueM cepbl TpUMEHEHHST HOBEHIUX HWH(GOPMAIMOHHBIX TEXHOJIOTUM U
npoiieccoB B PI'BJIITY «KYPUKBy», npu obOpaboTke wHbOpMaiuu BooOIIE, H
NEPCOHANBHBIX JJAHHBIX B YACTHOCTH.

Hacrosmee [lonoxkeHne ompenenseT OCHOBHBIE LENW M 3aJa4y, a TaKKe
OOIIyI0 CTpaTerHi0 TMOCTPOEHUSI CHUCTEMBbI 3alllUThl TEPCOHAJIBHBIX JIaHHBIX
(C3I14n) PTBJITY «KUPUKDBy. Tlonoxenue ornpeaensieT OCHOBHBIE TPEOOBaHMUSI
U 0a30BbI€ MOIXOABl K MX pead3aliu, A JOCTIKEHUS TPeOyeMoro ypoBHSA
0e301macHOCTH HH(pOpMAITUH.

[Tonoxenue pa3pabOTaHO B COOTBETCTBHU C CHUCTEMHBIM TMOJIXOIOM K
obecricueHuo  WHGOPMAITMOHHOU 0€30I1aCHOCTH. CucreMHBIII  TOIXOXI
MpeanoyiaraeT  NPOBEJACHUE  KOMIUIEKCA  MEpPONPHUSTUN,  BKIIOYAIOUIUX
MCCJIeIOBaHNEe Yrpo3 WH(GOPMAIMOHHONW O€30MacHOCTH W Pa3paboTKy CHUCTEMBI
3ammuTel  [TJ[H, ¢ TO3MUMHM KOMIUIEKCHOTO TNPHUMEHEHUS TEXHUYECKHX U
OpraHU3alMOHHBIX MEP U CPEJICTB 3aILUTHI.

[Tox mapOpManmonHoii 6e3omacHocThio I1/[H MOHMMAaeTCs 3amUIEHHOCTD
MEPCOHANBHBIX NTAaHHBIX W oOpabarbiBalomed uX WHOPACTPYKType OT JFOOBIX
CIy4YallHbIX WJIM 3JIOHAMEPEHHBIX BO3JECHUCTBUM, PE3YJIBTATOM KOTOPBIX MOXKET
SBUTbCS HaHECEHHE yuiepOa camoil HHpopmanuu, ee BiajenblaM (CyobeKkTam

[11n) win uadpactpykrype. 3agaun nHGOPMAIMOHHON 0€30MaCHOCTH CBOJSITCS K



14

MUHHMU3AIUU yiiepoda OoT BO3MOXKHOW peanu3auuu yrpo3 6ezomacHoctu [1/[H, a
TaKX€ K IPOTHO3UPOBAHUIO U TPEAOTBPAILICHUIO TAKUX BO3/ICHCTBUI.

ITonoxenune CIYXHUT  OCHOBOM 1 pa3paboTKu KOMILIEKCa
OpPraHU3AIMOHHBIX M TEXHUYECKUX MeEp MO0 O0eCNeueHH0 HHQPOPMAIMOHHOMN
6ezonacuoctu PTBJITY «KYPUKB», a Takke HOPMATUBHBIX U METOJIUYECKUX
JIOKYMEHTOM, OOECIEeUMBAIOIINX €€ peau3alluio, U HE MperoyiaraeT MmoJAMEHbI
dbyHKIMI  TOCYIapCTBEHHBIX oOpraHoB Biactu  Poccuiickoii  denepaiuu,
OTBEYAIONIUX 3a obecrieueHue 0e30MacHOCTH HHGOPMAIMOHHBIX TEXHOJOTUH U
3alUTy UHPOPMAITUH.

[TonoxeHue sBISIETCS METOAO0JIOTUUECKON OCHOBOM JJISI:

* (QopMHpOBaHUS U TPOBEACHUA C€IUHOW TIOJIUTUKH B OO0JACTU

oOecrieuenns oezomnacuoctu PI'BIIITY «KUPUKDby;

* TMPUHATUS YIPABICHUYECKUX PEHICHUH W pa3pabOTKU MPaKTUYECKHUX
Mep MO BOIUIOUIEHUIO TOJNUTUKH OezonmacHocTu [I/IH M BeIpaboTKH
KOMIUIEKCa COTJIaCOBAHHBIX Mep HOPMAaTHBHO-TIPABOBOTO,
TEXHOJOTUYECKOTO M OPTaHM3aIMOHHO-TEXHUYECKOTO XapakTepa,
HAIIPABJICHHBIX HA  BBISIBIIGHHWE, OTPAXCHUE H  JUKBUIAIMIO

MIOCJICICTBUM PEeAIN3AlUU Pa3IUYHbIX BUIOB yrpo3 [1J1H;

* KOOPAMHALIMM AEATEIBHOCTU CTPYKTYpHBIX noapasaenceHuit PI'BIIITY
«KYPUKB» mpu mpoBenennu pabOT MO Pa3BUTHUIO W IKCIUTyaTaIlldU
UCTIIn c cobmonenuem TpeboBaHUI obecriedeHHus O€30MacHOCTU
T1Tw;

* pa3pabOTKH TPEIJIOKEHU 10 COBEPIICHCTBOBAHUIO MPABOBOTO,
HOPMAaTUBHOI'0, METOJIMYECKOT0, TEXHUYECKOTO U OPraHU3alMOHHOTO
ob6ecneuenus 6ezomacHoctr [1JIn B UCITdn PI'BJIITY «KYPUKDB».

[IpaBoBoif 0a3zoi mayig pa3pabOTKM HACTOSIIETO TOJIOKEHHUS CIYKaT
TpeOoBaHusa JedcTByrOmMX B Poccum 3akoHOJMATENbHBIX M HOPMATHUBHBIX

JIOKYMEHTOB 110 00ecreueHno 0e30nacHOCTH NepcoHanbHbIX HaHHbIX ([11H).
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1 OO0mme moJ1oKeHus

C3I[Idn mpexacraBisieT cOOOW COBOKYNMHOCTh OPraHU3alMOHHBIX M TEX-
HUYECKUX MEPONPUATUN I 3amuThl [I/IH OT HEmpaBOMEPHOrO WM CIIy4ailHOTO
JIOCTYNa K HUM, YHUUYTOXXCHUS, U3MEHEHUs, OJIOKMPOBaHMs, KOMMPOBAHUS, pac-
npoctpadenus [1/1H, a Taxke MHBIX HENMPABOMEPHBIX JCUCTBUN C HUMH.

be3onacHOCTh TMepCcOHANbHBIX JaHHBIX JIOCTUTAETCA MYTeM HCKIIIOUYCHUS
HECAHKIMOHUPOBAHHOTO, B TOM YHCJIE CIy4alHOro, JOCTyNa K MEPCOHAIBHBIM
JAHHBIM, PE3YyJIbTATOM KOTOPOTO MOXKET CTaTh YHUYTOXKEHHE, W3MEHCHHE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHNUE TIEPCOHANBHBIX JTAHHBIX, a TAKXKE
WHBIX HECAaHKIIMOHUPOBAHHBIX JEHCTBUH.

Ctpyktypa, cCcOCTaB W  OCHOBHBbIE  (YHKIIMHM  TEXHUUYECKUX U
opraHn3aiuuoHHbIx Meponpustuii C3II[IH ompenenstorcss UCXOoAsi U3 YPOBHS
ammineHHoctn  (knmacca) MWCII[AH, yCTaHOBIEHHOTO B  COOTBETCTBUU C
tpeboBanusimu I[loctanoBnenus: IlpaBurenbctBa Ne 1119 ot 1 HosiOps 2012 1.,
npukaza ®CTOK Poccum Ne 17 ot 11 depans 2013 r., mnpukaza ®CTIOK
Poccumn Ne 21 ot 18 denpanst 2013 1., a Takke B COOTBETCTBHH C TPeOOBAHUAMHU
IToctanoBnenust IlpaBurenbctBa Poccuiickoit ®epepamuu Ne 687  «O6
yTBepxkAcHUN [lomokeHuss 00 0coOEHHOCTAX 00pabOTKH MEePCOHANBHBIX JTaHHBIX,
OCYIIECTBIIIEMON 03 HCMmoJib30BaHUs CcpeacTB aBromatm3anum». C3IIH
BKJIIOYAET OpraHu3alMOHHbIE MEPbl M TEXHUYECKUE CPEICTBA  3alUTHI
uHdopmaruu (B ToM umcie mudpoBaibHbIe (KpUNTOrpaduuecKre) CpeacTsa,
CpeACTBA  NPEAOTBPAILICHHS  HECAHKIMOHUPOBAHHOIO  JOCTyHa,  YTEUYKH
uH(MOPMAITNH 110 TEXHUYECKUM KaHaJlaM, MPOTrpaMMHO-TEXHUYECKUX BO3EHCTBUN
HAa TEXHWYeCKWe cpenacTtBa oOpadotku I[IJIH), a Takke WHCMIONB3yeMble B
nH()OPMAITMOHHON cucTeMe WH(OPMAITMOHHBIE TEXHOJIOTHH.

OTU Mepbl TPU3BAHBI 00ECTICUUTH:
*  KOH(UJECHINAIBHOCTh uHpopMau (3amuTa oT

HECAaHKIIMOHUPOBAHHOT'O O3HAKOMJICHHS);
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LEJIOCTHOCTh MH(POpMALMK (AKTYaJbHOCTh M HENPOTUBOPEUYUBOCTH
uH(popMaImH, €€  BallMIIEHHOCTb  OT  pa3pylleHuss U
HECAaHKIIMOHUPOBAHHOTO U3MEHEHHUS );

JOCTYIHOCTh HMH(popMauu (BO3MOXHOCTh 3a IPHEMIIEMOE BpEMs

HOJIYYUTh TPEOYEeMYI0 HH(POPMALIMOHHYIO YCIYTY).

Craauu co3ganus C3I1/IH BKIIIOYAOT:

NpEIIPOEKTHAs CTaAusl, BKIOYAIOIas IpeJIpOoeKTHOE 00CIeJ0BaHNE
UCTIIn, pa3paboTKy TEXHHYECKOro (YacTHOTO TEXHHYECKOIO)

3alaHuA Ha €€ CO34aHuC,

CTajusl MPOCKTUPOBaHUS (pa3padOTKU MPOEKTOB) M peaau3aliuu Mep
3amuThl C3I1/H;

cramus BBojga B geiictBue C3II/IH, BKIIOUYaAOIIAs OIMBITHYIO
IKCIUTYaTallui0 U TPUEMO-CAATOYHBIE HCIIBITAHUSI CPEACTB 3aIUTHI
uHdopMmanmm, a Takxke oreHky coorBercTBUs C3IIIH TpeboBaHUsAM

0e301acHOCTH HH(pOpPMAITUH.

Opranu3allMOHHbIE MEpbl MPEIyCMAaTPUBAIOT CO3JAaHUE U TMOJJEpHKAHUE

npaBoBoii 0a3el Oe3omacHoctu IIJ[H w pa3paboTky (BBeaeHHE B JCHCTBHC)

npeaycMoTpeHHbIX  [lomutukoit  wmHpopmarmonHo  Oe3omacHoctn  MCIIIH

CICAYIOMNX OPraHU3allMOHHO-PACIIOPAAUTCIBHBIX JOKYMCHTOB!:

[Inan wMeponpusituidi 1o oOecneueHuto 3amuTel [IJIH mpu ux

obpabotke B UCII/IH;
[1nan MeponpusiTUii MO KOHTPOIO obecnieyeHus 3amuThl [1]1H;

[Topsimox pe3epBUpPOBaHUS W BOCCTAHOBJICHHS PaOOTOCIIOCOOHOCTH

TC n I10, 6a3 nanaeix u C3U;
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e JlomxkHocTHas wuHCTpyKuus anmuHuctpatopa MCII[AH B 4actu

obecnieuenus 6ezonacHoctu I1/Ixn mpu ux odpadorke B UCII/IH;
* JlommxHOCTHAst MHCTPYKLUA anMuHucTpaTopa 6ezonacHoctu UCII/H;
* JlomxkHocTHass UWHCTpykuus nosb3oBatens HWMCIIJlH B  yactu
obecneuenus 6ezonacHoctu [1/In npu ux odbpadorke B UCII/H;
* HWHcTpykuus Ha ciaydail BOSBHUKHOBEHUS! BHEIUTATHOW CUTYalUU;

* HHCTpyKIUA MO pa3MenIeHn0, 000pyI0BaHUIO U OXpaHE MOMEIIESHUH,
IJI€ XpaHATCS MEPCOHANBHBIE JAHHBIC, IO XPAHEHUIO MEPCOHATBHBIX
JTAHHBIX Ha OyMa)XHBIX HOCUTEIIAX U MOPSAKY paOOThl UCTIOJHUTEICH

C ICPCOHAJIbBHBIMH JaHHBIMU Ha 6yMa)KHI)IX HOCHUTCIIAX I/IH(l)OpMaIII/II/I.

TexHuueckne Mephl 3alIUThl PEATU3YIOTCSI TPU MOMOIIM COOTBETCTBYIOIINX
IPOrpaMMHO-TEXHUYECKUX CPEJICTB U METOAOB 3aILUTHI.

[lepeyeHp HEOOXOAMMBIX MeEp 3alUTHl WH(OpPMAIUU OMpPEAeNIeTCs II0
pesyiapTatam  BHYTpeHHed mpoBepku  Oe3omacHoctu UCIIOu  PI'BJITTY

«KYPUKDB.
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2 3apaum C3I1/Inu

OcnoBnoil nenbto C3I1/H sBasieTcs MUHUMU3ALMS yuiepOa OT BO3MOXKHOM

peanu3aruu yrpo3 6e3onacHoctu [1/1H.

Jns gocThKeHHMs OCHOBHOM Ienu cuctema Oe3omacHocTu I[IJIH momxkHa

oOecrieunBaTh 3 (PEKTUBHOE peIlICHUE CIEAYIOUIMX 3aau:

3alllUTy OT BMewaTenbcTBa B mpouecc ¢ynkuuonuposanus VMCIIIx
MOCTOPOHHUX JHUIL (BO3MOKHOCTh ucnosibzoBanus UCII[n u nocryn
K €€ pecypcaMm JOJDKHBI HMETh TOJIBKO 3apEeruCTPUPOBAHHbBIC
YCTaHOBJICHHBIM TOPSIAKOM IOJIb30BATEINH );

pa3rpaHUYeHUE JIOCTYINa 3apEruCTPUPOBAHHBIX TOJIb30BAaTEIEH K
armapaTHbIM, IPOTpaMMHBIM U uHpopMaImoHHbIM pecypcam MCII/
(BO3MOXHOCTh JIOCTyIla TOJBKO K TEM pecypcaM U BBINOJHEHUS
TOJILKO T€X Olepanuil ¢ HUMH, KOTOpble HEOOXOAMMBI KOHKPETHBIM
none3oBarensiMm  VICIIJIH  nms  BBITIOJIHEHHSI CBOMX — CIIY>KEOHBIX
00s13aHHOCTEI), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYyIA!
k uHopmaruu, upkynupyromeit B UCIT/IH;

cpeactBaM BeruuciuTeabHor TexHuku UCII/IH;

anmapaTtHbIM, TPOTPAaMMHBIM U KPUNTOTPAPUUYECKUM CpPEICTBAM
3anuThl, ucnoiab3zyembiM B UCII/IH;

pPETUCTpaLIO  JCUCTBUM  MOJIB30BATEICH TIPU  MCIOJb30BAHUU
amuimaemMeix  pecypcoB HCIIJIH B cHUCTeMHBIX JKypHalIax H
MEPUOJNYECKUA KOHTPOJIb KOPPEKTHOCTH JECHMCTBUM ITOJB30BaTEIICH

CHUCTEMBI ITyTEM aHaJlM3a COAECPKUMOI0 ITUX KYPHAIIOB;
KOHTPOJb  IIEJIOCTHOCTH (OOECTieYeHre HEM3MEHHOCTH) CpEIbl
UCIIOJTHEHUS MPOTPAMM U €€ BOCCTAHOBJICHHE B CIIy4ae HapyIICHUS;

3alUTY OT HECAHKIIMOHMUPOBAHHON MOJau(dUKAIUKM U KOHTPOJb

uenoctHoctn ucnodib3yeMbix B MCII[IH mporpamMmHBIX CpencTB, a
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TAK)KE 3alllUTy CUCTEMBbl OT BHEAPEHHUS HECAHKIMOHUPOBAHHBIX
porpamu;

3amuty [1JIH OT yTeuku 1Mo TeXHMYECKUM KaHallaM Mpu ee 00paldoTKe,
XpaHEHUH U Tiepeade 1o KaHajlaM CBSI3H;

samuty [IJIH, xpanumol, oOpaOaTbiBaeMoil W TiepeaaBaeMol 10
KaHaJlaM CBSI3U, OT HECAHKIIMOHMPOBAHHOTO pasrjalleHus WIH
UCKKCHUS;

obecrieyeHUEe IKUBYYECTH KPUNTOTpaQUUYECKUX CPEJCTB 3alTUTHI
uH(OpMaIMK MPU KOMITPOMETAIIUN YaCTH KITFOYEBON CUCTEMBI;
CBOEBPEMEHHOE BBISBJICHUE MCTOYHUKOB yrpo3 OesomacHoctu [1/1H,
OpUYMH W YCJIOBUH, CIOCOOCTBYIOIIMX HAaHECEHUIO yiepoa
cyowsektram [1JIH, cozmanue MexaHU3Ma ONMEpPaTUBHOTO pearupoBaHUs
Ha yrpo3bl 6e3onacHocTH [1/IH 1 HEeraTuBHBIE TEHICHIINY;

CO3JJaHHE YCIIOBUM JJIsI MUHMMU3AIUMU U JOKAIU3alud HAHOCHUMOTO
yiepba HEempaBOMEPHBIMU JIEUCTBUSMU (PUBNYECKUX U FOPUIUYECKUX
JuIl, ociabiieHne HEeraTUBHOTO BIMSHUS M JIMKBUAAIMS TOCIEACTBUN
Hapymenus 6ezonacHoctu [1/]H;

o0opyZoBaHME M OXpaHa MOMEIICHUN, TJI€ XPAaHITCS MEPCOHATIbHBIC
JAHHBIE;

coONIo/IeHne TOpsJAKa XpaHEHUS TMEPCOHANBHBIX JaHHBIX Ha
OyMa)KHBIX HOCHUTEIAX;

COOJIFOICHUE TIOPSAJKA XpaHCHHWS KIIOYEeH OT TIOMEIICHUH Te
xpanstcs [1/JH Ha OymMaXKHBIX HOCUTEIISX;

coOmofieHrne mopsiika pabOThl HCTOTHUTENEH C TIEPCOHATBHBIMU

JTAaHHBIMH Ha OyMa)KHBIX HOCUTEIISIX HH(POPMATIHH.
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3 O0BEeKTHI 3aLUTHI

Ilepeyenb HHPOPMALMOHHBIX CUCTEM
B PI'BJIITY «KUYPUKDB» npousBoautcs o6paboTka MepcoOHANbHBIX JTaHHBIX

B UH(OpMAITMOHHOM cucTteMe 00paboTku nepcoHanbHbiX JaHHbIX (MUCIIIH).
[lepeuens WCII[IH ompenensercss B mpoiecce padOThl KOMHUCCHUH, TIO

uToram paboT KOTOpoit coctapiseTcs akT kinaccudukamuu UCITH.

IlepeyeHb 00HEKTOB 3aIUTHI
OObexTamMu 3aluThl ABJIsI0TCA — MHPopManus, oopadareiBacmast B UCII/H,

U TEXHUYECKUEC CpEeJCTBA ¢ 00paboTKM M 3amuThl. CIHCOK MEPCOHATBHBIX
JAHHBIX, TOJJICXKAIINE 3aIluTe, onpeneiicH B [lepedHe NMEepCOHANBHBIX JTaHHBIX,
nojuiexkamux 3amure B MCIIIH.
OOBEKTHI 3aIUTHI BKIIOYAOT:

*  OOpabarpiBaemasi UHGpOpMAITHSI.

*  TexHonoruyeckas uHQpOpMaIH.

*  IIporpamMmMHO-TEXHUYECKHE CPEICTBA OOPAOOTKH.

. Cpenctsa 3amutsl [1/1H.

»  Kananbl nuaopManiMOHHOTO0 OOMEHA M TEJICKOMMYHHUKAITUH.

° OOBEKTHI H IIOMCHICHUA, B KOTOPBIX PasMCIICHbBI KOMIIOHCHTEHI

WUCTI/In.
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4 Knaccudpukanusa nonaszoBareseid UCIIAn

ITonp3oBarenem NCIIOn ABJIACTCS JMLO, y4acTBYHOLIEe B
(GYHKIMOHUPOBAHUM HH(POPMALIMOHHON CHUCTEMbl MEPCOHAJBHBIX JAHHBIX WU
UCIIONb3YIOIIee pe3yiabTaTthl ee (yHkiuoHupoBanus. [lonb3oBarenem WCIIIn
spisietcs: mo0oi cotpyauuk PIBIIITY «KUPUKbBy», umeromuit nocryn k UCII/Ix
U €€ pecypcaM B COOTBETCTBHM C YCTAHOBJIEHHBIM NOPSAIKOM, B COOTBETCTBUU C
ero (hyHKUMOHATbHBIMU O00SI3aHHOCTSIMU.

[TonwzoBarenu UCII/IH nendarcs Ha TpM OCHOBHBIE KATETOPHH:

AJIMUHUCTPATOD MHGOOPMAIIMOHHON 0€30IaCHOCTH.

Corpynauku PI'BJITY  «KYPUKDB», koTOpble 3aHMMAIOTCS HACTPOUKOM,
BHEJIPEHHEM M COMPOBOXIEHUEM cHUCTeM Oe3omacHOCTH. Aamunuctparop Wb
o0nafaeT caeayouM YPOBHEM JIOCTYTIA:
¢ oOyamaer mOJNHOM wuWHGOpPMAIMEl O CHCTEMHOM | TPUKIATHOM
nporpamMmmHoM obecrieuenun MCII/IH;
¢ oOnamaer monHOW uHPOpPMAIMEN O TEXHUYECKUX CpEACTBAX U
koHpuryparnuu UCII/IH;
* HWMEEeT JOCTYIl KO BCEM TEXHHUYECKHM CcpelcTBaM 00paboTKH
uHdopmanmu u naaaeiM UCIT/IH;
 He oOnagaeT mpaBaMU KOH(PUTYPUPOBAHMS W aJIMHUHHCTPATUBHOMN
HacTpoiiku Texunueckux cpencts UCII/H.
Anmvunuctparop UCTI/IH.
CoTpyaHUKH PI'BJITY  «KYPUKDb», KOTOpPbIE  3aHUMAKOTCS

COTIPOBOKICHUEM MTPOTPAMMHOTO 00ECIICUEHUSI.
Anmunuctpatop MCIT/IH obmagaeT caeayomuM ypoBHEM JA0CTyMa:
* oOmamaer mH(poOpMmarmerr 006 anropuTMax W MporpaMMax 00pabOTKH

uHpopmanuu Ha UCITIH;
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o0nagaeT BO3MOXHOCTAMH BHECEHHs OIIMOOK, HEIEKIapUPOBAHHBIX
BO3MOXKHOCTEH, MPOTPAMMHBIX 3aKJIAJ0K, BPEJJOHOCHBIX MPOTpPaMM B
nporpammHoe obOecneuenre MCII[IH Ha craguum ee pa3paboTKu,
BHEJIPEHUS U COIIPOBOKICHUS;

MOXKET pacroJyiaraTb JIOObBIMH  (¢parMeHTamMu UHGOpPMAIMH O
tonojoruu UCII/IH u TeXHuYecKux cpeacTBax oOpabOTKU U 3alIUThI
[111, o6padareiBaembix B UCI1/IH;

o0nagaeTr mpaBaMu KOHQUIYpUPOBAaHUS W  aIMUHUCTPATHUBHOU

HacTpouku TexHnueckux cpencts UCIIT/H.

Oneparop UCIIJIH.

Corpynnuxku mnoxapasnenenuii  PT'BJIITY «KUYPUKDB» yuacTByromux B

nporecce skcruryaranuu WCITJIa. Omneparop HCII[IH oOnamaer clieayromum

YPOBHEM JIOCTYTIA:

obJajjaeT BceMHU HEOOXOIUMBIMU aTpuOyTaMu (HalpuMmep, maposem),
00eCTIeYnBaOIIUMU JIOCTYII K HEKOTOpOMY TToaMHOoKecTBY [1/1H;
pacrionaraeT KOH(HIECHIIMAIBHBIMA JTaHHBIMHA, K KOTOPBIM HMeEET

JTOCTYIL.
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5 OcHOBHBIE NMPUHIMIBI NOCTPOCHUA CUCTEMbI KOMILJIEKCHOI 3alllMThI

UH(poOpMaLHU

[Toctpoenue cuctemsl obecnieueHus: 6ezomnacHoctu [1JIln UCITIn PI'BJIITY

«KYPUKB» u ee pyHKIMOHUPOBAHUE JOJKHBI OCYHIECTBISITHCS B COOTBETCTBHUU

CO cJICcAyrOIMMH OCHOBHBIMU IIPpUHIUIIAMM:

3aKOHHOCTb;
CHUCTEMHOCTb;

KOMIUJIEKCHOCTb;

HETPEPHIBHOCTH;

CBOEBPEMEHHOCTb;

MPEEMCTBEHHOCTh U HEMPEPBIBHOCTH COBEPIIICHCTBOBAHUSI;
IIEPCOHAJIbHASL OTBETCTBEHHOCTD;

MHUHUMHU3ALMS [TOJTHOMOYNH;

B3aMMOJIEICTBUE U COTPYAHUYECTBO;

TMOKOCTh CUCTEMBI 3aIlUTHI;

OTKPBITOCTH AJITOPUTMOB U MEXaHU3MOB 3aLLUTHL;
IIPOCTOTA ITPUMEHEHHUS CPEJCTB 3aILNTHI,

Hay4yHass 000CHOBAHHOCTh M TEXHUYECKAs PEAT3yEeMOCTh;
Crienuanu3anus u mpodeccuonamusm;

0053aTEIBHOCTh KOHTPOJIS.

3aKOHHOCTH

[Ipeanonaraer oCyIlIeCTBICHUE 3AIIUTHBIX MEPONPUITHH U pa3pabOTKy

C3I1In

PI'BJITY  «KYPHUKB» B  COOTBETCTBHUM C  JACHUCTBYIOLIUM

3aKOHO/ATEIbCTBOM B oOsiacTu 3amuThl [I/IH M Ipyrux HOPMATUBHBIX AKTOB IO

0e3omacHOCTH UH(POPMAIUU, YTBEPKIAECHHBIX OpraHaMy roCyAapCTBEHHON BIIACTH

" YIIPpaBJICHHA B IIPCACIaX UX KOMIICTCHIIMH.
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[Tons3zoBatenun u o6cmyxuBatonuii nepconan I[[Jlu WUCIIn PI'BJIITY
«KYPUKDB» nomkHbl OBITH OCBEIOMJICHBI O TOpSAKE pabOThl C 3allUIAeMOM
uH(popmalmeil 1 00 OTBETCTBEHHOCTH 3a HapyllleHHe mnopsiaka 3amuThl [1/H.

CucremMHoOCTH
Cucremubiii nmoaxon k mnoctpoennto C3I1[In PI'BJIITY «KYPUKDB»

npearnojiaraéT  yd4eT  BCEX  B3aMMOCBSA3AHHBIX,  B3aWMOJICHCTBYIONIUX U
U3MEHSIOIINXCSI BO BPEMEHH D3JIEMEHTOB, YCIOBUH U (DaKTOPOB, CYIIECTBEHHO
3HAYMMBIX JJIsl TIOHUMaHUS W PelIeHus: mpoOseMbl obecreueHus 0€30macHOCTH
[T1a UCITAa PTBJIITY «KUPUKDBy.

[Ipu co3ganuu cuUCTeMBbl 3aIUTHI JOJDKHBI YUUTHIBATHCS BCE Ciadbie U
HauOoJsiee ysI3BUMBIE MecTa cucTeMbl o00pabotku II/[H, a Takke Xapakrep,
BO3MOJKHBIC OOBEKTHI U HANPaBJICHUS aTaK Ha CUCTEMY CO CTOPOHBI HapylIuTeaeh
(ocobenno BBICOKOKBaTU(UIIUPOBAHHBIX 3JI0YMBIIICHHUKOB), nyTH
NPOHUKHOBEHUsS B pacnpeneneHHbsie cucreMbl U HCJl k undopmanuu. Cucrema
3aIIUTHl JOJKHA CTPOUTHCS C YYETOM HE TOJIBKO BCEX H3BECTHBIX KaHAaJIOB
npouukHoBeHus U HCJI x nundopmaiuu, HO U C y4eTOM BO3MOXKHOCTHU TOSBIICHUS
NPUHIMITHAIBHO HOBBIX MTyTEH peaan3anuu yrpo3 6€301macHOCTH.

KommiaekcHocTh
KomriekcHoe HCnoib30BaHUE METOJI0OB M CPEJICTB 3allUThI MPEANoaract

COIUIACOBAHHOE MPUMEHECHUE PA3HOPOAHBIX CPEICTB MPU IMOCTPOCHUU LEIOCTHOMU
CUCTEMBI 3allUThI, MEPEKPHIBAIOLIECH BCE CYIIECTBEHHbIC (3HAUMMBbIE) KaHAJIbI
peanu3anuu yrpo3 M HE colepiKalmiei ciabblX MeCT Ha CTBhIKaxX OTIEIbHBIX €€
KOMITOHEHTOB.

3amuTa 10KHA CTPOUTHCS SUIETOHUPOBAHO. [ KaK10ro KaHana yTeuku
uHQOpMAIIMM W I KaXKIOHW yrpo3sl O€30MacHOCTH JIOJDKHO CYIIECTBOBATH
HECKOJIbKO 3aIUTHBIX pyOexeit. Co3manue 3auTHRIX PyOeKeil OCYyIIeCTBISIETCS C

Y4€TOM TOIO, YTOOBI I UX IIPCOAOJCHHUA IMOTCHIHWAIBHOMY 3JIOYMBIIIIICHHUKY
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TpeOOBaIUCh MPOPECCUOHAIBHBIE HABBIKM B HECKOJIbKHX HEB3aUMOCBS3AHHBIX
o0nacTsx.

BHemnss 3amura nomkHa oOecrneynBaThes (PU3MYECKUMH CpEACTBaMU,
OpraHU3allMOHHBIMU UM NPABOBBIMU MepamMu. OZHUM U3 HamOoJiee YKPEIIEHHBIX
pyOexeil mpu3BaHbl OBITH CPEACTBA KpUNITOTPA()UUECKON 3aIUThI, peaJTu30BaHHbIE
¢ wucnois3oBanueM TexHojsorun VPN. TlpuknagHoil  ypoBeHb  3alIMTHI,
YUUTBHIBAIOIIUNA OCOOEHHOCTH TMPEAMETHON 00JIacTH, MPEACTAaBISIET BHYTPEHHUMN
pyOeK 3aIUTHI.

HenpepsiBHocTs 3amuTsl I H
3amura IIJIH — He pa3oBoe MEpONpUATHE M HE MPOCTasi COBOKYMHOCTh

MPOBEJICHHBIX MEPOIPUSITUNA U YCTAHOBICHHBIX CPEJICTB 3aIUTHI, a HEMPEPHIBHBIM
LEJICHANPAaBICHHBIN MPOIIECC, MPEANOJaralouiii MPUHSITUE COOTBETCTBYIOIINX
Mep Ha BceX ATarnax sku3HeHHoro nukia UCIIIH.

NCIIIH 1omKHBI HAXOIUTHCA B 3alIUMIIEHHOM COCTOSIHUM Ha MPOTSKEHUU
BCETO BpPEeMEHHM WX (PYHKIIMOHUpPOBaHMSI. B COOTBETCTBUM C 3THM MPHUHIIUIIOM
JNOJDKHBI  MPUHUMATBCA Mepbl 10  HemomyuieHuto tniepexoma MCIIIn B
HE3aIUIICHHOE COCTOSTHUE.

BonpmuHCTBY (U3MYECKHX W TEXHUYECKUX CPEJCTB  3allUThl IS
3 PEKTUBHOTO  BBITIOJIHEHUS CBOMX (PYHKIMHA HEOOXOAWMa  IOCTOSHHAS
TeXHUYECKast u OpraHu3alMOHHAS (aAMUHHUCTpaTUBHASA ) MOJJIePKKA
(cBOeBpeMeHHasi cMeHa M OO0eCIeUYeHHE IMPaBUJIBHOTO XPAaHCHUS W MPUMCEHEHUS
WMEH, MapoJiel, KIro4er mudpoBaHus, MEPEONpeaeieHre MOTHOMOYUN U T.IL.).
IlepeppiBBI B  paboTe CpeACTB 3allUThl MOTYT OBITh  HMCIIOJIB30BaHbI
3JIOYMBINUJIECHHUKAMM JIJIS aHAJIM3a MPUMEHSIEMBbIX METOJO0B U CPEJACTB 3allMTHI,
JUUISL BHEIPEHUS CIICIIMAIbHBIX MPOTrPaMMHBIX U anmapaTHbIX "3akiagok" U Apyrux
CPEIICTB  NPEOJOJCHUS CHUCTEMBI  3allUThl  IIOCJI€  BOCCTAHOBJIICHUS €€

(G YHKIIMOHUPOBAHUS.
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CBOECBpPEeMEHHOCTD
[Ipennonaraer ynpexaaromuil xapakrep mep oOecreyeHus: 0€30MacHOCTH

[T1/IH, TO ecTh MOCTAHOBKY 3aj1a4 o KomIiuiekcHoM 3amure UCII/H u peanuszannto
Mep obecnieuenust Oe3onacHoctu 1/l Ha panHux craausx pazpadborku MCIIIH B
IIEJIOM U €€ CHCTEMBI 3alTUThl HH()OPMAITUH, B YaCTHOCTH.

Pa3paboTka cucTemMBbl 3aITUTHI JOJKHA BECTHUCH MApaJLICIBHO ¢ pa3pabOTKOM
U Pa3BUTHEM CaMOH 3alIUIIAEMON CHUCTEMBI. DTO TMO3BOJIMT YYECTh TpeOOBaHUS
0€30MacHOCTH TIPH NMPOCKTUPOBAHUHU APXUTEKTYPHI M, B KOHEUHOM CUeTe, CO3/1aTh
oonee sddexTuBHBIE (KaK IO 3aTpaTaM pPECypcoB, TaK W IO CTOWKOCTH)
3aIUIICHHBIC CHCTEMBI.

IIpeeMCTBEHHOCTH M COBEPIIIEHCTBOBAHUE
[IpennonararoT MOCTOSHHOE COBEPILICHCTBOBAHUE MEP U CPEJACTB 3aIUTHI

UHGOpMAIIMK HAa OCHOBE IMPEEMCTBEHHOCTH OPraHU3AIlMOHHBIX W TEXHUYECKUX
pelieHnii, KaapoBoro cocraBa, a”Hanmm3a GyukiuonupoBanus WCIIJIlH u ee
CUCTEMBI 3alIUThl C YYETOM HM3MEHEHUH B METOJAaX M CpEIACTBAX IepexBaTa
uHbOpMAaIMK, HOPMATUBHBIX  TpeOOBaHWI MO  3alIUTe, JIOCTUTHYTOTrO
OTEUYECTBEHHOTO U 3apyO0EKHOTO OIBITA B 3TON 00JIACTH.

HepCOHaHbHaH OTBECTCTBCHHOCTH
HpezmonaraeT BO3JIOKCHHC OTBCTCTBCHHOCTH 3a obOecneucHue

6eszonmacHoctu II/lH m cuctempl uUX 00pabOTKM HAa KaXIOro COTPYAHHKA B
npeaenax ero MoJHOMOYUN. B COOTBETCTBUU C 3TUM MPHUHIIUIIOM pacIpe/eicHUe
mpaB M 00sS3aHHOCTEH COTPYAHHKOB CTPOUTCS TaKUM OOpa3oM, 4TOOBI B cllydae
T000T0 HAapyIIeHWs KpPYyr BHHOBHUKOB OBLT YETKO HM3BECTCH WJIHM CBEIEH K
MUHAMYMY.

IpuHIMT MUHUMH3AHAU TTOJTHOMOY M I
O3Havaet mpeaoCTaBICHUE MOJB30BATEIIM MUHUMAJBHBIX MPaB JIOCTyIa B

COOTBETCTBUHM C MPOM3BOJACTBEHHOM HEOOXOAMMOCTHIO, HA OCHOBE MPHUHITUIA «BCE,

YTO HE Pa3peIlCHO, 3alPEIICHO.
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Hoctyn k [/l momkeH mpeaocTaBisIThC TOJIBKO B TOM ciydae U oObeMe,
€CIM OTO HEOOXOAUMO COTPYIHUKY JUIsl BBITIOJHEHUS €r0 JOJDKHOCTHBIX

00s13aHHOCTEMN.

B3aumoaencTBue U COTPYAHUYECTBO
IIpennonaraer co3naHue OnaronpusTHOM aTMocdeppl B  KOJUIEKTHBAaX

noapazzaeneHuit, ooecneunBaromux aesreabHocts UCITIn PI'BIIITY «KUPUKDBy,
JUIsl CHUDKEHUSI BEPOSATHOCTH BO3SHUKHOBEHUSI HETATUBHBIX JEUCTBUM CBA3aHHBIX C
YeJI0BEUYECKUM (PaKTOPOM.

B Ttakoit 00cTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HaHHO COOJIIOIATh
YCTAHOBJICHHBIE TpaBUJa M  OKa3blBaThb COACHUCTBUE B  JEATCIBHOCTHU
no/Apa3AeiCHUN TEXHUYECKON 3allUThl UH(POPMAITUH.

I'moxocTh cucteMbl 3amuThl IIH
[IpuHsaTele Mephl W YCTAHOBJEHHBIE CpPEJCTBA 3aIllUThl, OCOOCHHO B

HadaJ bHBIN MMEPHOJ] UX IKCILTyaTallii, MOTYT 00€CIIEYNBATh KaK YpEe3MEPHBIH, TaK
M HEJOCTAaTOYHBIA ypoBeHb 3ammThl. Jlns obecriedeHHss BO3MOXKHOCTH
BapbUPOBAHMS YPOBHEM 3alllUIICHHOCTH, CpPEJCTBAa 3aIMTHI JOJDKHBI 00JIaTaTh
OTIpeICICHHON THOKOCThI0. OCOOEHHO BaKHBIM 3TO CBOMCTBO SIBIISIETCS B TEX
Cllydasix, KOTJla YCTaHOBKY CpEJICTB 3alllUThl HEOOXOIMMO OCYIIECTBISATh Ha
paboraromyro  cuCTeMy, HE  Hapymas T[polecca €€  HOPMaJbHOTO
(bYHKITMOHUPOBAHHS.

OTKpLITOCTL AJITrOPpUTMOB U MEXAHU3MOB 3alIIUTHI
CYTB IMpuHOUIIa OTKPBITOCTHU AJI'OPUTMOB U MCXAaHU3MOB 3allIUTBI COCTOHT B

TOM, 4YTO 3alllUTa HE JOJDKHA OO0EeCNeuYMBATHCA TOJIBKO 3a CYET CEKPETHOCTH
CTPYKTYpHOW OpraHW3allid W aJrOPUTMOB (DYHKIIMOHHUPOBAHHS €€ IOJCHUCTEM.
3HaHHUE aJTOPUTMOB PAOOTHI CHCTEMBI 3aIIUTHI HE JOJHKHO JaBaTh BO3MOXKHOCTH
ee mpeojaoJieHus (Iaxke aBTopam). OmHAKO, 5TO HE O3HAYaeT, yTo UHGOpPMAIHSI O

KOHerTHOﬁ CHUCTCMC 3alllMTHI AOJI?KHA OBITh 06II_IGI[OCTYHHa.
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IIpocToTa NpUMeHEeHUs CPEeICTB 3alUThI
MexaHu3MBbl 3alUTHl JIOJDKHBI ObITh MHTYUTHBHO TOHSTHBI U TPOCTHI B

UCIOIb30BaHuU. [IpuMeHeHrne CpeacTB 3alluThl HE JOJKHO OBITh CBSI3aHO CO
3HAHUEM CIEIHUATbHBIX S3bIKOB WM C BBIMOJHEHUEM JIEUCTBUM, TpeOyIOIUX
3HAUYUTENIPHBIX  JIOMOJIHUTEIBHBIX  TpyJo3aTpaT Mnpu  OObIYHOM  pabote
3apErUCTPUPOBAHHBIX YCTAHOBJIECHHBIM MOPSJAKOM TOJIb30BAaTEIEH, a TaKkKe HE
JIOJDKHO TpeOOBaTh OT MOJIb30BATENSI BBHITIOJTHEHUS PYTUHHBIX MAJIOTIOHSITHBIX €My
ormepaiuii (BBOJ HECKOJIBKUX Mapojieid U UMEH U T.J.).

JlomkHa JOCTUTaThbCsl aBTOMATH3allMsd MaKCUMAaJIbHOTO 4HcCia JACHCTBUHI

nosib3oBarenel u arMuHaucTpatopos MCII/IH.

Hay4yHasi 000CHOBAHHOCTH M TEXHUYECKAS PeaTnu3yeMOoCTh
NudopmarimoHHble TEXHOJIOTHH, TEXHUYECKHE U TPOrpaMMHBIE CPEJCTBa,

CpeAcTBa M MeEphl 3alUThl WH(pOpMamWM JOJDKHBI OBITh peaju30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHsI HAYKU M TEXHUKH, HAYYHO OOOCHOBAHBI C TOUYKH
3peHHS JOCTHKEHHUS 3aJ]aHHOTO YpPOBHS 0O€30MacHOCTH MHGOPMAIUU U JOJDKHBI
COOTBETCTBOBAaTh YCTAaHOBJIECHHBIM HOpMaM M TpPeOOBaHUSM IO OE30MMaCHOCTH
[T]1n.

C3I1/x nomxHa OBITH OPUCHTHUPOBAHA HA PEIICHUS, BOBMOXKHBIE PUCKHU JIJIS
KOTOPBIX M MEphl NPOTUBOJACUCTBUA 3THUM pHUCKAM MPOIUIHM BCECTOPOHHIOIO
TEOPETHUUECKYIO U MPAKTUYECKYIO MPOBEPKY.

Cnenunanuszanus 1 npogeccuoHAIN3M
[Ipenmonaraer mpuBiIeUYeHHE K pa3padOTKE CPEJCTB M peaju3alud Mep

3amuThl  WHGOpPMAIMU  CICIHAIM3UPOBAHHBIX  OpraHW3amuii,  HamboJee
MOATOTOBJIEHHBIX K KOHKPETHOMY BHJAY JESITEJIBHOCTH IO OOECIEYEHUIO
6e3omacHocty [1/IH, IMEIOMIMX OMBIT MPAKTUYECKON pabOTHl U TOCYNAPCTBEHHYIO
JUIEH3UI0O Ha TMpaBO OKazaHusi yclayr B 93TodM oOnactu. Peanuzanus

AIMHUHHUCTPATHBHBIX MCp " SKCIIIyaTanuAa CpCaACTB 3aIIUThI JOJIDKHA
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OCYIIECTBIIATHCS MPO(EeCCHOHATBHO MOATOTOBICHHBIMU crieruanuctamu PI'BJIITY
«KUPUKDB».

O0s13aTEJILHOCTH KOHTPOJIS
[Ipennonaraer o00sA3aTENBHOCT M CBOEBPEMEHHOCTb  BBISBICHUS U

MpECeUYeHUs TOMBITOK HAPYIICHUS YCTAHOBJIEHHBIX TMPaBWI OOECIICUCHUS
OeszonacHoctu IIJlH Ha OCHOBE WHCHOJB3yEeMBIX CHUCTEM M CPEJCTB 3allUTHI
uHQOpMallMK TIPU  COBEPIICHCTBOBAHMHU KPUTEPUEB UM METOJIOB  OIICHKH
() PEKTUBHOCTHU ITUX CUCTEM U CPEJICTB.

KoHTponb 3a AesTeNnbHOCTHIO JIFOOOr0 MOJB30BATENS, KAXKIOTO CpEACTBa
3alUTHl U B OTHOIICHUH JIIOOOT0 OOBEKTa 3aIIUTHI JOJKEH OCYIIECTBIISITHCS Ha
OCHOBE MIPUMEHEHHMS CPEJCTB OMEPATUBHOTO KOHTPOJIS U PETUCTPAIIUU U JIOTHKEH
OXBaThIBaTh KaK HECAHKIIMOHHUPOBAHHBIC, TAK M CAHKIIMOHWPOBAHHBIE JCHCTBUS

MMOJIL30BaTEIEN.
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6 Mepsbl, MeTOABI U CpeCTBA 00ecneYeHns: TpedyeMoro ypoBHs
3alUIEHHOCTH

O6ecrnieueHue TpeOyeMOro ypoBHS 3allUIIEHHOCTH JTOJKHOCTH JTOCTUTAaThCs
C WCTOJB30BAHMEM MeEp, METOJOB M CPEACTB 0e30macHOCTH. Bce Mepsl

obecneuenus: 6ezonacHoctu MCII/IH moapasnenstorcs Ha:
* 3aKOHOJaTebHbIE (TIPAaBOBLIC);
* MOpaJbHO-ITHUYECKUE;
* OpraHu3aIMOHHBIC (AIMUHUCTPATUBHBIC);
* (usnyeckue;

* TCXHHUYCCKHC (annapaTHLIe u HpOFpaMMHBIG).

3akoHonaTesbHbIE (IPABOBbIE) MEPbI 3aAIUTHI
K npaBoBbIM MepaM 3alIUThl OTHOCSATCS JCHCTBYIOIIHE B CTPAHE 3aKOHBI,

yKa3bl 1 HOPMaTHBHBIE aKThl, periaMeHTHpYIolue npasmia odpamienus ¢ [1/1H,
3aKpeIUIAIONINe IpaBa U 00S3aHHOCTH YYaCTHUKOB MH()OPMAITMOHHBIX OTHOIIEHUH
B mpolecce ee oO0padOTKM W HCIOJB30BaHMS, a TaKKE YCTaHABIMBAIOIINE
OTBETCTBEHHOCTh 32 HAPYUICHUS OTUX TPABWI, MPEHATCTBYS TEM CaMbIM
HENpaBOMEpHOMY ucnonb3oBanuio [IJIlH w  sBistonIuMecs CAEPKUBAIOIIUM
(akTOpOM ISl MOTEHIIMATBHBIX HAPYIIUTEEH.

[IpaBoBbIE  MEpBI  3alIUTBl HOCAT B  OCHOBHOM  YIIPEKJIAOLINM,
mpo(uIaKTHYECKUil XapaKTep U TPeOYIOT MOCTOSHHON Pa3bsiCHUTEIHLHON pabOTHI C
MOJIB30BATENIIMHU M OOCITYKHUBAIOIIUM ITEPCOHATIOM CUCTEMBI.

MOpﬂJIbHO-:)TH‘IGCKHE MeEPbI 3a1IUThI
K MOPAJIBHO-3THYCCKUM MCpPpaM OTHOCATCA HOPMBI IMOBCACHHA, KOTOPLIC

TPAAUIMOHHO CIIOKHUJIUCH UJIU CKJIAJBIBAIOTCS MO Mepe pacnpocTpaHeHus DBM B
CTpaHe wWiIM oOmecTBe. OTH HOPMBI OONbBIIEH YacCThIO HE  SBISIOTCS
00s13aTeNIbHBIMU, KaK 3aKOHOJATENbHO YTBEPXKIEHHbIE HOPMATUBHbBIC aKTHI,

OOHAaKO, HX HCCO6J’HOI[CHI/IC BCACT OOBIYHO K MagCHUIKO aBTOPUTCTA, IIPCCTHIKA
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YeJI0BEKa, TPYIIbI JIUI WIK OpraHu3aiui. MopanbHO-3TUYECKUE HOPMbI OBIBAIOT
KaK HeMucaHble (Hampumep, o0lIenpru3HaHHble HOPMbI YECTHOCTH, MATPUOTHU3MA U
T.I.), TaK W MHCaHbIE, TO €CThb O(POPMIICHHBIE B HEKOTOPBIA CBOJ (yCTaB) MpaBuUI
WJIY NIPEAIUCAaHUM.

MopanbHO-3TUYECKHE MEpPbl 3aAIUTHl SIBISIIOTCS MNPOPUIAKTUYECKUMH U
TpeOYyIOT MOCTOSHHOM pabOThl MO CO3JaHUI0 3J0POBOI0 MOPAIBHOIO KIUMaTa B
KOJUIEKTHBAaX TNoJpa3aeieHuil. MopanbHO-3TUUECKHE Mephbl 3alIUThl CHIKAIOT

BCPOATHOCTb BO3BHUKHOBCHHUA HCTATUBHBIX HeﬁCTBHﬁ CBsI3aHHBIX C YCIIOBCUCCKHUM

dbakTopom.
Opranu3anuoHHble (AIMUHUCTPATHBHBIE) MEPbI 3A1IUTHI
OpranuzanvoHHble (aAMUHUCTPATUBHBIC) MEPBHI 3alIUTBl - O3TO MEPhI
OpraHMU3alMOHHOTO Xapakrepa, perIaMEHTUPYIOIUE IPOLIECCHI

dbyakuuonupoBanuss MCII/In, ucnonszoBanue pecypcoB UCIIH, nesarenbHOCTH
00CITY>KHBAIOIIETO MEePCOHANA, a TAKXKE MOPSAIOK B3aUMOJIECHCTBUS MOJIb30BaTEIEH
¢ UCIIJn Ttakum oOpa3zoMm, 4ToOBl B HauOOJbBIIEH CTENEHU 3aTPYIHUTH WIH
UCKJTIOYUTh BO3MOXKHOCTh PEaM3alii yrpo3 0€30MacHOCTH WM CHU3UTH pa3Mep
NOTEPH B CIIy4Yae UX peaM3allhH.

['maBHast 1enp aIMUHHCTPATUBHBIX Mep — cdopmupoBath llomutuky
nHpopmarmonnort OezomacHoctd [I/lH (oTpaxaromyro MOAXOABI K 3allIHTe
uH(popMaIn) U 00eCTieunTh €€ BHITIOJHEHUE, BBIACISIST HEOOXOIUMBIE PECypChI
KOHTPOJUPYS COCTOSIHHUE JIE]I.

Peanuzanms [lonutuku mudopmarmonnon 6e3omacHoctu [1Jln 8 UCITdn
COCTOSIT U3 ME€p aIMUHUCTPATUBHOT'O YPOBHS M OPraHU3AIMOHHBIX (IPOLEAYPHbIX)
Mep 3allIUTbl UHPOpPMAIIUH.

K agMuHHCTpaTUBHOMY YpPOBHIO OTHOCATCS pEIIEHUS PYKOBOJICTBA,

3aTparuBaromue nesarenbHocTh MCIIIH B 1eioM. DT penieHus 3aKpervisoTcs B



Ilonutuke

OBITh:
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uH(popMalMoHHON Oe3onacHocTU. [IpruMepoM TakuxX pemeHuil MOryT

NPUHSATUE PEIICHUs 0 POPMHUPOBAHUH WM NIEPECMOTPE KOMITJICKCHOM
nporpaMMmbl  oOecrieueHust  6e3zonmacHoctu  I[I/lH, omnpeneneHue
OTBETCTBEHHBIX 32 €€ pean3aluio;

dopmynupoBaHue  IieNield, TOCTaHOBKA  3ajad,  OMpe/AelicHUE
HaIpaBJIeHUM esITEILHOCTH B 00sacTu 6e3onacHoctu [1/1H;
NPUHATHE PEIIEHWH TI0 BOMpOcaM  pealu3aldd  MPOrpaMMBI

0e30macHOCTH, KOTOpble paccMarpuBatoTcss Ha ypoHe PIBJIITY

«KYPUKDB» B ieaom;

o0OecrieueHue  HOpMaTHBHOW  (MpaBoBOW)  0a3bl  BOIPOCOB

0E€30IaCHOCTH M T.II.

[lonutrka BepXHEro ypOBHA JOJKHA YETKO OYEPTUTH cepy BIUSHUA U

OTpaHUYCHUA IIPU OIPCACICHUA ueﬂeﬁ 0e301acHOCTH HI[H, OIIPCACIINTE KaKUMHU

pecypcamu (MaTepualibHbIE, TMEpPCOHANT) OHU OyAyT JOCTUTHYTHI W HAWTH

pa3yMHBIN

KOMIIPOMHUCC MEXAy NpPUEMJIEMBbIM YPOBHEM O€30MacHOCTH U

dynkimonanbHocThio UCIT/IH.

Ha opranusanvoHHOM ypOBHE OIpENENAOTCs NPOLEAYypbl U IMpaBUiIa

JOCTIKEHUS 1ieTied 1 pemienus 3a1ad [lonutnku nHGOpMAIIMOHHON O€30MaCHOCTH

[1/TH. OTH npaBuia ONpPEaEIsIOT:

KaKoBa 00J1acTh MPUMEHEHHUS MOIUTHKU Oe3onacHocTH [1JH;

KaKOBbI POJM M OOS3aHHOCTH JOJDKHOCTHBIX JIMI], OTBEYAIOIIHE 32
MpoBeJICHUE MOIUTUKK Oe3omacHocTH I1/[H, a Tak k€ MX YCTaHOBHUTH

OTBETCTBEHHOCTb;
KTO UMeeT npasa gocryna K [1/1H;

KaKUMHU ME€paMH U cpecTBaMu obecrieunBaetcs 3ammuTa [1/H;
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KaKUMH Me€paMU M CpPEACTBAaMU OO0ECIeYMBACTCS KOHTPOIbL 3a
cOOJIF0ICHUEM BBEJCHHOTO pexkuMa 0€30MacHOCTH.
OpraHu3aioHHbIE MEPHI TOJKHBI:

npeaycMaTpuBaTh — perjiaMeHT  MHGOPMAIMOHHBIX  OTHOIICHUH,
HCKITFOYAIONIMX BO3MOXXHOCTh HECAHKIIMOHUPOBAHHBIX JEHUCTBUU B
OTHOIIICHUU OOBEKTOB 3aIlIUTHI,

OTIPENICNIATh KOAIUIIMOHHBIC U UEPAPXUUECKUE TMPUHIUIIBI U METOIbI
pasrpanndeHus gocryna K [1/1H;

OTIPENICNIATh TMOPSATOK PabOThl C MPOTrPaMMHO-MATEMAaTHYECKUMHU U
TeXHUYECKUMHU (armapaTHbie) CPeACTBAMHM 3aIUTHI U KPUIITO3AIIUTHI
U JPYTUX 3aIIUTHBIX MEXaHU3MOB,;

opraHu3oBaTh Mephl mnpoTuBozeicTeuss HCJ[ monp3oBaTensiMu Ha
JTamax ayTeHTU(UKALINH, aBTOPH3AIINH, UeHTU(DUKAITNH,
obecrieynBalOIINX TapaHTUHM peau3alldd TpPaB U OTBETCTBEHHOCTHU

CyOBEKTOB MH(DOPMAITMOHHBIX OTHOIICHUH.

OpraHu3zaiioHHbIE MEPbI IOJIKHBI COCTOSTh U3:

pernamenTa goctyna B nomenienus UCIT/IH;

MOPSJIOK JOIyCKa COTPYAHUKOB K HMCMOJIb30BaHUIO pecypcoB UCIIIn
PI'BJIITY «kKUPHUKDB»;

periaMeHTa TMpoOIEecCCOB BeACHHUS 0a3 JaHHBIX U OCYIICCTBICHHS
MoauduKanuy nHOOPMAITMOHHBIX PECYPCOB;

periiaMeHTa  MOpoLeccOoB  OOCIYKMBaHUSI M OCYILECTBICHUS
Moau(UKaIUY anmapaTHeIX U IporpaMMHBIX pecypcoB UCIIH;
uHcTpykimid mosb3oBateneit UCIIJIn (aamunuctpatopa WCIIIH,

aaMuHHCTpaTopa 6e3zonacHoctu, onepatopa MCII/IH);
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* UHCTPYKIMSA IIOJb30BATENId IIPU BO3HUKHOBEHUHM BHEIITATHBIX
CUTYalUM.

* HMHCTPYKIUS MO pa3MelIeHuI0, 000pYyI0BaHHUIO U OXpaHE MTOMEIIECHUH,
TJ€ XPaHATCS MEPCOHAIBHBIE JTAHHBIC, 10 XPAHEHUIO NIEPCOHATBHBIX
JAHHBIX Ha OYMa)XHBIX HOCUTEIAX U MOPSIKY paOOThl UCTIOJHUTEIICH

C ICPCOHAJIBHBIMU NAHHBIMHU HA 6yMa)KHBIX HOCHUTCIIAX I/IH(I)OpMaLII/II/I.

Pduznyeckne Mepbl 3alUTHI
@dusnyeckue Mepbl 3allUThl OCHOBAaHBI HAa NPUMEHEHUU pPa3HOIo poja

MEXaHUYECKUX, AIEKTPO- WU DJIEKTPOHHO-MEXAHUYECKUX YCTPOHCTB W
COOpPY)XCHUH, CIHENHAIIBHO TMPEIHA3HAYCHHBIX JUIsI CO3JaHus  (U3HUIECKUX
NPENIATCTBUI HAa BO3MOKHBIX MYTSAX MPOHUKHOBEHUSI M JOCTYIA MOTEHIIMAIbHBIX
HapyIIUTeNIeH K KOMIIOHEHTaM CHUCTEMBbI W 3alllMIaeMoi MHGOpMAaIlUuM, a TaKkXKe
TEXHUYECKUX CPEJCTB BH3YyaJIbHOTO HAOJIONCHMS, CBS3M M  OXpaHHOU
CUTHAJIHU3aINH.

dusnyeckas 3amuTa 3JaHUN, TOMEIICHUN, OOBEKTOB W  CPEICTB
uH(OpMaTH3aIUU JIOJDKHA OCYILECTBIATHCS yTeM YCTaHOBJICHUS
COOTBETCTBYIOIIMX IOCTOB OXPaHbI, C MOMOIIBIO TEXHUUYECKUX CPEJACTB OXpaHbl
WM JIOOBIMH JPYTUMH CIIOCOOaMH, TPEJAOTBPAIIAIONIMMH HIIM CYIIECTBEHHO
3aTPYAHSIONIMMHA MTPOHUKHOBEHUE B 3JaHWE, TNOMEIICHHUS IMOCTOPOHHUX JIHII,
XHIIeHue WHOOPMAIIMOHHBIX HOCHUTENICH, caMHX CpPeACTB HHGOpMaTH3AIUH,
HCKJTIOYAIONIUMHU HAaXOXKJICHUE BHYTPH KOHTPOJHMPYEMOM (OXpaHsSeMOil) 30HbI

TCXHUYICCKUX CPCACTB PAa3BCAKHU.

AnnapaTHo-nporpaMmMHbie cpeacTsa 3amuthl II/{H
Texnuueckue (anmapaTHO-IPOrpaMMHBIE) MEpPbI 3alIUThl OCHOBAaHbI Ha

WCMOJIb30BAHUYU PA3JIUYHBIX AJIEKTPOHHBIX YCTPOWCTB U CHEHHAIBHBIX MPOTPAMM,

Bxoasamux B coctaB MCII/IH 1 BEIOTHAIOMINUX (CAaMOCTOSITEIEHO WIIM B KOMILJIEKCE
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C JIpYTrUMU CpeACTBaMU) (PYHKIMH 3aIIUTHI (MACHTU(PUKALNIO U ayTEHTU(DUKALINIO

II0JIb30BATENIEH, pa3rpaHUYEHHE JOCTyIla K pecypcaM, PErHCTPaLdI0 COOBITHH,

KpunrTorpaguyeckoe 3akpbiTue HHHOpPMAIUU U T.11.).

C yueTom Bcex TpeOOBaHMI U MPUHIUIOB obecniedeHus: 0e3onacHocT [1/1H

B UCII/IH mo Bcem HaIpaBJICHUSIM 3alUATHl B COCTAB CUCTEMBI 3aIUThI JOJKHBI

OBITH BKJIFOUCHBI CIIETYIONINE CPEICTBRA:

cpeactBa wuacHTU(UKAIMUA (OMO3HABAHUS) U ayTEeHTU(DUKAIUU

(moaTBepKACHUS TOAJIMHHOCTH) TTok3oBaTeneit UCITH;

CpeacTBa pa3rpaHuyeHUs JOCTyma 3apEeruCTPUPOBAHHBIX
nosibzoBarenei cucremsl k pecypcam UCITIH PI'BJIITY «KUPUKDBy;
cpelncTBa oOecredeHUs] U KOHTPOJISl IEJIOCTHOCTH MPOTPAMMHBIX H
MH(POPMAIIMOHHBIX PECYPCOB;

CpEeICTBa OINEPaTHMBHOIO KOHTPOJS M  PETUCTpalUd  COOBITHH
0€e30MMacHOCTH;

kpunrtorpapuyeckue cpeacTna 3auuThl [1/1H.

YcnemHoe INPUMCHCHHUC TCXHUYCCKUX CPCACTB 3alllUTbl HAa OCHOBAHHNHN

OpUHUUIIOB (pa3fen 5) mpeamnojiaraeT, 4To BBIINOJHEHUE MEPEUUCICHHBIX HUXKE

TpeOoBaHU 00ecTeueHO OpraHU3alMOHHBIMU (aAMUHUCTPATUBHBIMU) MEpamMu U

HCIIOJIB3YCMbIMHU (bHSH‘-ICCKHMI/I CpeaCTBAMU 3alllUTHI:

obecrieueHa u3ndeckas 1eI0CcTHOCTh Bcex koMmmoneHT MCII/IH;

KOKIbIA  coTpyaHUK (monb3oBatens MWCII[IH) wnm  rpynna
MOJIb30BaTENIed MMEET YHUKAJIbHOE CUCTEMHOE MMSI U MUHUMAIIbHO
HEOOXOMMbIE IS BBIMOJHEHUS UM CBOUMX (YHKIIMOHATBHBIX
00s13aHHOCTEH MOJTHOMOYHS TI0 IOCTYITY K Pecypcam CUCTEMBI;

B UCIIIn PI'BJIITY «KYUPUKB» pa3paboTka U oTiajgka MporpaMmm
ocymectBiagercs 3a mnpeaeaamu  HWCIIJIH, Ha HCHBITAaTEIbHBIX

CTEHJIAX;
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BCE M3MEHEHUA KOH(QUIypaluu TEXHUYECKUX M MIPOrpPaMMHBIX
cpeacts UCIIIH mpou3BOASATCA CTPOrO YCTAHOBIECHHBIM MOPSIKOM
(perucTpupyOTCI ¥ KOHTPOJHUPYIOTCS) TOJBKO Ha OCHOBaHUU
pacniopstxenuid pykoBoactsa PI'BJIITY «KUPUKDBy;

CETEBOE o0opyaoBaHuE (KOHILIEHTPATOPHI, KOMMYTaTOpBI,
MapuIpyTU3aTOPhI U T.II.) paclojaraercs B MecTax, HeZJOCTYIHBIX JJIs
NOCTOPOHHHUX (CHeHAIbHBIX MOMEIEHUAX, Kadax, u T.11.);
ClIe[IMaaIucTamMu PI'BJIITY «KYPUKDB» OCYILECTBIIACTCS
HENpEephIBHOE  YIPABJICHHE W  aJMHHHUCTPAaTUBHAs  MOJJIEPIKKA

(GYHKIIMOHUPOBAHUS CPEJICTB 3AIIUTHI.
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7 Kounrpoas 3¢ppexrusnoctu C3I1An

Koutpons »sddextuBnoctu C3II[AH gomxkeH ocyliecTBiIseTcs Ha
nepuoauyeckoil  ocHoe. Llenbto  koHTposnst  3(QPEKTUBHOCTH  ABISETCS
CBOEBPEMEHHOE  BBISIBICHHE HEHajJexaumx pexumoB padotel  C3IIdH
(oTKIIIOUEHHE CPEACTB 3aIUTHI, HapylLIEHHE PEKUMOB 3aILNTHI,
HECAaHKLIIMOHUPOBAHHOE  HM3MEHEHHE pEeXHMMa 3alluThl W T.01.), a Tak
OPOTHO3UPOBAHUE W  IPEBEHTUBHOE pEarupoBaHWE HA  HOBBIE  YIPO3BI
oe3onacuoctu I1/1H.

KoHTponbs MoOXeT NpoBOAUTHCS Kak aJMUHUCTpaTOpaMu O€30MacHOCTH
UCTIJn  (omepaTUBHBI  KOHTpPOJIb B  Tpolecce  HMHPOPMAIMOHHOTO
B3aumojeicteuss B MCII[IH), Tak W mnOpuBIEKaeMbIMH JIS JTOW  IIEJIH
KOMIIETCHTHBIMU ~ OpPTaHU3alMsAMH, HUMEKOIIMMU JIALECH3UK Ha OTOT BHUJ
nearenbHocT, a Takke DPCTOK Poccum m ®Chb Poccum B mpenenax Hx
KOMIIETECHIIU Y.

KoHTposib MOXKET OCYHIECTBIIATHCS aJMUHUCTPATOPOM O€30IIaCHOCTH Kak C
[IOMOILBIO IITATHBIX CPEACTB CHUCTEMBI 3amuThl [IJ[H, Tak M ¢ NOMOLIBIO
CIIELMAJIBHBIX IIPOTPAMMHBIX CPEACTB KOHTPOJIS.

Onenka 3¢ dextuBHOCTH Mep 3amuThl [I/IH MpoBOAUTCS C UCIIOIB30BaHUEM
TEXHUYECKUX M IPOrPpaMMHBIX CpPEICTB KOHTPOJISI Ha MPEIMET COOTBETCTBUSA

YCTAaHOBJICHHBIM Tpe60BaHI/I$IM.
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8 Cdepsol oTBeTCTBEHHOCTH 32 Oe3onacHOCTH I1/{H

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb HaJ o0OecreYeHHeM
0e30MacHOCTH  NEPCOHAJBHBIX JaHHBIX sBAseTcs pykoBoacTtBo PI'BJIITY
«KYPUKDB».  PykoBomuTenb MOMKET [EJIETHPOBATH YacTh IOJHOMOYHN IO
oOecreyeHunto 6€30MacHOCTH MEPCOHANBHBIX TAHHbBIX.

Cdepa  OTBETCTBEHHOCTHM  PYKOBOAMTENS  BKJIOYAET  CIEAYIOIIME

HaIrpaBJICHUA oOecrieueHust 0€301acHOCTH HI[H

» [lmanupoBaHue W peanusamusi Mep Mo 00eCIeUeHUI0 0e30MacHOCTU
I TH;

* Ananus yrpo3s 6e3onacuoctu [1/1H;

* Pa3paboTky, BHeApeHHE, KOHTPOJb HCIOJHEHUS U TOAJIEpKaHHE B
aKTyaJJbHOM  COCTOSIHMM  TIOJIUTHK, PYKOBOJACTB, KOHUEILHH,
IpoLEeNyp, PErIaMEHTOB, MHCTPYKUMNA M JIPYTUX OPraHU3aI[MOHHBIX
JIOKYMEHTOB 110 00€ecTieueHnt0 0€30MaCHOCTH;

* OOyuenue u uHbopmupoBanue nojp3oBareneid UCII/IH, o mopsake
pabotsl ¢ [1/IH 1 cpeacTBaMu 3alInTHI;

» IlpenoTBpamieHue, BBISIBICHUE, PpPEArMpOBAaHHE U pacCICIOBaHUE
HapymeHui 6e3onacHoctu [1/1H.

[Ipn B3anMOJEMCTBUM CO CTOPOHHHUMHM OpPraHHM3alUsIMU B CilydasX, KOTIa
COTPYIHHUKAM 3THX OpPTaHU3AIMHA MPEAOCTABISIETCS IOCTYN K OOBEKTaM 3allUTHI
(paznmen 3), ¢ STUMU OpPraHHU3ANUSIMU JOJHKHO OBITH 3akitodeHo «CornameHue o
KoH(HIEHIUATbHOCTHY, Ju00  «CornameHne O  COOJIOJCHUU  PEeXHMa
oe3onacuoctu [1/[nH npu BeimonHeHun padot B MCIIIH». I[ToaroroBka THITOBBIX

BAPHAHTOB 3THX corjamenui ocymectsisiercss topucramu PIBIIITY «KUPUKDB».



39

9 Mopaeab HapymuTesi 0e30MacCHOCTH

[Tox mapymmrenem B PI'BJIITY «KYPUKDB» nmoHumaercs Iumo, KOTOpoe B
pe3yJIbTaTe YMBIIUICHHBIX WM HEYMBILUIEHHBIX IEUCTBUIA MOKET HAHECTH yIepO
00BEKTaM 3aIUTHI.

Bce HapYHIUTCIIN OACJIATCA HA IBC I'PYIIIIbI:

* BHENIHWE HApYyIIHUTENIH — (PU3NUEeCKue Julla, HE UMEIoUIUEe IpaBa
npeObIBaHUSI HAa TEPPUTOPUU KOHTPOJIUPYEMOW 30HBI, B Tpejaesax
KoTopoil pasmemiaercs ooopymoBanue MCIIJIH, a Tak ke XpaHsATCs

[1/11 Ha OyMakKHBIX HOCUTETISX;

* BHYTPCHHHE HApYIIUTEIU — (U3NYECKHE JIMIA, HWMEIOIIUE IIPaBo
npeObIBaHUs Ha TEPPUTOPUU KOHTPOJIMPYEMOM 30HBI, B TMpejesax
KoTopoil pasmemiaercs ooopynoanue MCIIJIH, a Tak ke XpaHATCs
[T/T1 Ha OyMaXHBIX HOCHUTEIISX.

* Knaccudukanusa wnapymuTeneir mpencraBieHa B Mogenu yrpos

0e30macHOCTH IMCPCOHAJIbHBIX TaHHBIX.
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10 Moneans yrpo3 6e30nacHOCTH

Hna UCITIa PI'BJIITY «KYPUKDB» BbIAEHAIOTCS CIAEAYIOIMIME OCHOBHBIC

KaTeropuu yrpo3 0€30MacHOCTH EPCOHANTBHBIX JTAHHBIX:

ero3bl OT YTCUKHU 110 TCXHUYCCKUM KaHaJaM.
erosm HCCAaHKIIMOHUPOBAHHOT'O JOCTYIIA K I/IHq)OpMaI_[I/II/I.

VYrpo3sl YHUUYTOXKEHUSA, XHUIIeHUs anmnapatHbix cpeacts MHMCIIIH
HocuTenel nHpopManuu myTeM (U3NYECKOro JOCTyIa K AJIEMEHTaM
NCIIdn.

VYrpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHOW MOAUPUKALMKU WU
OJlokupoBaHUs HMHPOPMAlMU 32 CUET HECAHKIMOHHUPOBAHHOTO
nocryna (HCJI) ¢ npumeHeHueM MporpaMMHO-aNmnapaTHbIX MU
IPOrpaMMHBIX CPEICTB (B TOM YHCJE NPOrpaMMHO-MATEMaTUYECKHUX
BO3JICUCTBUI).

YTpo3sl HE TPETHAMEPEHHBIX ICHCTBUN MOJIB30BATEICH U HAPYIIEHU N
6e3onacHoctu ¢ynkunonuposanus MCIIJun u C3I1/In B ee coctaBe
u3-3a cO0OEB B TMPOTPpaMMHOM OOECIEYCHHH, a TaKXke OT Yyrpo3
HEaHTPOMOTeHHOTo (cOOeB  ammapaTypbl HW3-32  HEHAJIEKHOCTH
AJIEMEHTOB, COOEB DJIEKTPONMUTAHMS) U CTUXHUHHOTO (YAapOB MOJIHUIA,

M0>KapOB, HABOJHEHUH U T.I1.) XapakTepa.
YTpo3bl IpeIHAMEPEHHBIX JEUCTBUN BHYTPEHHUX HAPYIIUTEIECH.

erosbl HCCAHKIMUOHHUPOBAHHOI'O JOCTYIIA IIO0 KaHaJIaM CBA3H.

Onucanue YI'po3, BEPOATHOCTh UX pCalin3alii, OIIACHOCTb M aKTYAaJIbHOCTb

npeacTaBieHbl B «Mogenu yrpo3 0€30MacCHOCTHM NEPCOHANBHBIX JAHHBIX B

NCITn».
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11  Mexanu3m peanuzaunu Ilosoxxenus

Peamuzamusa  IlosoxeHuss  IODKHA ~ OCYLUECTBIIATBCA  HA  OCHOBE
MIEPCIIEKTUBHBIX MPOTPAMM U IUIAHOB, KOTOPBIE COCTABISAIOTCS HA OCHOBAHUM U BO
WCIIOJTHEHUE:

* (enepanbHBIX 3aKOHOB B 00JlacTH obOecrnieueHHss MHGOPMAILIMOHHON
0€30MacHOCTH U 3alUThl HH(POPMAIINH;

* nocraHoBieHul [IpasurenscrBa Poccuiickoint denepanuu;

* PYKOBOJSAIIHX, OpraHMU3alMOHHO-PACTOPAIUTEIBHBIX u
Metoaunueckux 1okymeHToB @®CTOK Poccuu;

» mnorpebHocteit UCII[IH B cpencrBax oOecrniedeHus: 0€30MacHOCTH

UH(pOpPMALIHH.
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12 Iopsiaok padoThl C NEPCOHATBHBIMH JAHHBIMM COTPYIHHKOB

Oo6s13anHO0CTH padoToaaresist

B nensx ucnonnenus TpeOoBaHMI 3akoHOAaTeNbcTBa PP mpu obOpaboTke
MEPCOHANBHBIX JaHHBIX, BCE pAOOTHUKU YUYPEKIEHUS JOJKHBI HUCIIOJIHATD
YCTAHOBJICHHBIN NOPSAI0K pabOTHI:

PabGoTta ¢ mepcoHanbHBIMM JaHHBIMU PAOOTHHUKOB JOJKHA HE HapyllaTh
TpeOoBaHMN 3akoHoAarenbcTBa P@® U JOKaNbHBIX HOPMATHBHBIX aKTOB
OpraHu3alvu, U J0JKHA ObITh HEMMOCPEICTBEHHO CBSI3aHA C OCYIIECTBICHUEM MU
CBOMX TPYJIOBBIX (DYHKIIHIA.

[Tpu cbope n 06paboTKe MEPCOHANBHBIX JaHHBIX Pa0OTHUKA pabOTOAATEND
Jomxen pykoBoactBoBarbCs Koncturyuuen PO, TpynoseiM koxexkcom PO u
UHBIMU (eiepaibHbIMU 3aKOHAMM.

[lepcoHanbHble JaHHBIE PAOOTHUKOB JOJKHBI OBITH MOJYYEHBI TOJIBKO
HENoCpeICTBEHHO y Hero. Ecnu st o0paOOTKH €ro JaHHBIX WIM UX MOTY4YEeHHS
NpPUBJIEKAETCS TPEThU JIMIA, TO pabOOTHUK JOJDKEH JaTh IpelBapUTENIbHOE
NUCbMEHHOE corjacue Ha 3To. OJHOBpEeMEHHO pPAOOTHUK JOJDKEH OBbITh
YBEIOMJIEH O LIENsAX cOOpa MHPOpMAIMK, UCTOYHHUKAX €€ MOJYy4YeHHs, a TaKkKe O
IOCJENCTBUSAX OTKa3a OT IMPENOCTaBIECHUs MUCBMEHHOIO corjacus Ha cOop
uH(bopMaIuu.

[lepconanbHble aHHbIE PAOOTHHKA O €ro MOJUTHYECKUX, PEIUTHO3HBIX U
UHBIX YOEKICHHUSIX, YaCTHOM >XKU3HU, a TaKXK€ WICHCTBE B OOIIECTBEHHBIX U
npo(COIO3HBIX OpPraHu3alugX HE MOJJIeKaT cOOpy OpraHu3anuel, eciu MHOEe He
IIPETYCMOTPEHO 3aKOHOAATEILCTBOM.

3amura NEpPCOHAJIBHBIX JaHHBIX paOOTHUKA JOJDKHA OO0ECIeYrBaThCs

IIOJIHOCTBIO 3a CUCT pa60Toz[aTen;1.
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VYupexaeHnue npu npueMe Ha padoOTy, a TakKe MPHU JHOOBIX M3MEHEHMSX
npaBuil pabOThl C MEPCOHATBHBIMU JAAaHHBIMU OO0S3aHO MUCBMEHHO 3HAKOMHTH C
HUMU BCceX PaOOTHUKOB.

VYupexaeHue He UMEET MPaBO MPHUHYXAATh pAOOTHUKOB K OTKa3y OT CBOMX

MpaB Ha 3alIUTy NEPCOHAIBHBIX IAHHBIX.

O0s13aHHOCTH PA0OTHHKA
PaboTHuK 00s3aH:
[lepenate paboromarento BCce TIEpPCOHATbHBIC JJaHHBIC, YKa3aHHBIC B
COOTBETCTBYIOIIUX TOKYMEHTAX.
B ycraHoBieHHBI mpaBuiaMu CpOK cooOmiath paboromarento 00

N3MCHCHHHN CBOUX IICPCOHAJIBbHBIX JAHHBIX.

Ilepenaya nmepcoHAJBHBIX JAHHBIX

[Ipu ocymiecTBICHUH Tepenadrl TEePCOHATBHBIX JAaHHBIX PaOOTHHKOB
TPETHUM JIMIIaM pab0OTONaTENIb 00s3aH:

HE COoO0OIAaTh TEPCOHAIBHBIC JaHHbIE 0€3 TOJYYCHHOTO IMHUCHhMEHHOTO
corjacusi pabOTHHKA, KpOME CIIy4aeB, KOT/Ia Takhe OOS3aHHOCTH YCTAHOBIICHBI
3aKOHOJIATEIbCTBOM;

HE TepenaBaTh MEPCOHATbHBIC AaHHBICE PAaOOTHWKA JJIS WCIIOJIB30BAaHUS B
KOMMEPYECKHUX IEIISX;

TpeOOBaTh OT TPETHUX JIUIl COOMIOACHUS MPABUI pabOTHI C IEPCOHATLHBIMU
JAaHHBIMH, A  TaKKe  TMPEJOCTABICHHUS  MHUCHBMEHHOTO  TOJITBEPKICHUS
WCIIOJIb30BAaHUSI  TMEPCOHAIBHBIX JAHHBIX B  TOPSJKE, MPEAYyCMOTPEHHBIX

HaCTOAIIKUM IIOJIOKCHHUCM O 3allUTC IICPCOHAIIBHBIX JaHHBIX,
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JaBaTh JOCTYNl K TEPCOHAIBHBIM J@HHBIM TOJIBKO JIMIIAM, WMEIOIUM
COOTBETCTBYIOIINK JOMYCK M HCIONB3YIONIUX WX TOJBKO JUISI BBITTOJHCHHS
KOHKPETHBIX ITOJTHOMOYHIA;

He wuctpeboBath HHGOPMAIMIO O COCTOSIHUM 370pOBbS pPabOTHHKA, 3a
WCKITFOUCHUEM JIaHHBIX, KOTOPBhIC MOTYT TOBIIMATH Ha HWCIOJHEHHWE PAOOTHHKOM

CBOMX TPYJOBBIX 00sI3aHHOCTEH.

3ammuTa nepcoHaAJbHBIX JaHHBIX PA00OTHUKA

B pamkax peanm3zanuu TyHKTOB HacTtosmiero IlojokeHMs o0 3amnuTe
NIEPCOHATBHBIX JAHHBIX PAOOTHUKOB, PyKOBOJMTEIb YUPEIKIACHUS U3/1aeT MPUKaA3 O
Ha3HAYCHWW JIMIIa, OTBETCTBEHHOTO 3a COOJIIOJIEHUE TMOpsaKa paboThl C
NIePCOHALHBIMH JTAHHBIMH Pa0OTHUKOB, HA KOTOPOM JIeKAT BCE OOS3aHHOCTHU IO
o0ecrniedeHn o KOH(DHUIEHITNAIBHOCTH TIOJYyYEHHBIX JaHHBIX, a TAK)KEe OpraHu3ainun
paboTHI C HUMH.

[lepenaua uHpOpMaIUKM TPOUCXOIUT TOJIHKO B MUCHBbMEHHOM BHUJE. 3ampoc
JOJDKEeH OBITh CliellaH B MHCBMEHHOM BHUJE C YKa3aHHWEM BCEX PEKBHU3HWTOB JIUIIA,
3anpammuBaromero uHpopmanuw. OTBET NOHKEH OBITH cliellaH Ha (PUpPMEHHOM
OJIaHKe YYPEKJICHHUS W OTIPABIICH JHMOO KyphepCcKOH ciyk00i, OO 3aKa3HBIM
MTUCHEMOM.

Bce momydeHHBIE TEepCOHANBHBIE MaHHBIE JOJKHBI XPAHUTHCS B MeECTE,
MCKITIOYAIOIIEM HECAHKITMOHUPOBAHHBIX JIOCTYI TPETHUX JIHII.

DNEeKTpOHHBIE HOCUTETW WH(POPMANMH, JODKHBI OBITh  3aIIHIICHBI

KpUNTOrpadUueCKUMH CPEJCTBAMU 3aIUTH HH(OPMAITIH.
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OTBeTCTBEHHOCTH 32 pa3riamene HHGOPMaUMU, CBA3AHHOM C

nmepCcoHaJbHbIMHA JaHHBIMHA paﬁoTHnKa

JIuia, npu3HaHHBIE BUHOBHBIMU B HAapyLIEHUH TpeOOBaHUN HACTOSIIETO
[lonoxeHust O 3allUTe€ NEPCOHAJIBHBIX JAHHBIX PAOOTHUKOM MPHUBIECKAIOTCA K
JUCUUIUIMHAPHOW, aJAMUHUCTPATUBHOM, TPaKJaHCKO-NPABOBYIO M YIOJOBHOU
OTBETCTBEHHOCTH, B TMOPSAAKE MPEIYCMOTPEHHOM 3aKOHOIATENbCTBOM PD u

JIOKAJIBHBIMHU HOPMATUBHBIMU aKTAMH.
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13  Iopsaok padoThl C NePCOHATBHBIMH JAHHBIMM KOHTPATreHTOB 1
NMALMECHTOB

IMopsinok mosyuyeHusi 1 00PadOTKH NMEPCOHATBHBIX JAHHBIX
KOHTPAreHTOB M MANIMEHTOB

I[lon  obObpabotkoit  IIJlH  mOHMMaeTcs  MOJy4YEHHE, XpaHEHHUE,
KOMOMHHUPOBaHKE, Tepeaada Wik J1Io00oe APYyroe HCIOIb30BaHUE MEPCOHATBHBIX
JTAHHBIX KOHTPAreHTOB U MAIUCHTOB.

PaboTa ¢ mepcoHa bHBIMU JIAHHBIMU KOHTPAreHTOB M MAIIMCHTOB JODKHA HE
HapyIaTh TpeOOBaHUI 3aKOHOJATEIbCTBA PD WM JIOKabHBIX HOPMATHUBHBIX aKTOB
OpraHu3aIny.

Hcnonp3oBaHue MEpCOHANTBHBIX JIAHHBIX BO3MOYKHO TOJIBKO B COOTBETCTBUH
C IEJSIMH, ONpPEACIMBIIMMU WX TOjydeHue. [lepcoHanbHBIC JaHHBIE HE MOTYT
OBITH UCTIOB30BAHBI B IEJIAX MPUIUHEHUS UMYIIECTBEHHOT'0 U MOPAJILHOTO Bpe/a
rpaxkjaaHaMm, 3aTpyJHEHMs pealu3aluu mpaB U cBoOoja TpaxaaH Poccuiickoi
denepanuu.

[Topsimox 006pabOTKM MEPCOHATBHBIX JIAHHBIX HAa OYMa)KHBIX MaTepUaIbHBIX
HOCHUTENSIX periamMeHTupoBaH «WHCTpykimed 1o  XpaHEHHWIO MEpPCOHAIBHBIX
JaHHBIX Ha OyMaXHBIX HOCHUTENSAX M TOPAAKY paOOThl HCIOJHUTENEH C
NEPCOHATBHBIMU  JAHHBIMH Ha  OYMaXHBIX  HOCUTENSX  HH(OpMarum»,
YTBEPKIAECHHON PYKOBOJIUTEIEM.

O6paboTka MEPCOHATBHBIX JTAHHBIX B aBTOMATU3UPOBAHHBIX
WH(OPMAITMOHHBIX CHCTEMAaX OCYIIECTBIISICTCS HA OCHOBAHUY Psijia YTBEPKICHHBIX
PYKOBOJIUTEIIEM WHCTPYKIIMHA PETIAMEHTUPYIOIHUX 00paboTKy NepCOHATBHBIX

nanHbix B UCIIH.
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JocTyn K nepcoOHAIbHBIM JAHHBIM

BuyTpennuii noctyn (IOCTyn BHYTPU OpraHu3alii) OmpeaeiseTcs
MEepeYHeM JIMI, UMEIOIIUX JOCTYN K MEPCOHAIBbHBIM JaHHBIM KOHTPAreHTOB WU
NalMEHTOB, OMPEACIIAECTCS MPUKA30M PYKOBOIUTEIIS.

Buewmnuii nocry:

K umcny MaccoBblXx mnoTpeOuTeNneldl MepCOHANbHBIX JAaHHBIX  BHE
OpraHu3alid MOKHO OTHECTH TOCYAAPCTBEHHbIE (PYHKIMOHAIBHBIE CTPYKTYPHI:
HAJIOTOBbIE HWHCIEKIIUH, MPaBOOXPAHUTENIbHBIE OpraHbl, OPraHbl CTaTHUCTHUKH,
BOCHKOMAThl, OpTaHbl COIMAJIBHOIO  CTPAXOBaHHUA, TIEHCHOHHbIE (OHBI,
noJipa3iejeH!s] MyHUIIMTIAIBHBIX OPTAaHOB YIIPABJICHHUS;

Han30pHO-KOHTpOIBHBIE OpraHbl UMEIOT JOCTYI K MH(OpPMAlMM TOJIBKO B

cdepe cBOei KOMIETEHIIUH.

IIpaBa 00513aHHOCTH ¥ OTBETCTBEHHOCTH CYy0bEKTa MEePCOHAIBHbBIX
JaHHBIX

3akperieHue npaB CyObeKTOB MEPCOHATBHBIX TAHHBIX, PETIAMEHTHPYIOITUX
3aIIUTy €ro MEPCOHANIBHBIX JaHHBIX, OOECIEeUMBACT COXPAHHOCTH IIOJHOM U
TOYHOU MHGOPMAIINH O HEM.

B 1nenax 3amuThl NEPCOHATBbHBIX JAaHHBIX KOHTPAreHThl  (3aKOHHBIC
MPEJICTAaBUTEIIN ) UMEIOT MIPaBo:

- TpeOoBaTh WMCKIIOUCHHUS WU HCIPABICHUS HEBEPHBIX WM HETOJHBIX
MePCOHAIBHBIX JIAHHBIX, Ta CBOOOJHBIM OCCIUIATHBIM JOCTYH K CBOHMM
MEPCOHAIIBHBIM JIAHHBIM, BKJIFOYAs MPAaBO HA MOJYYEHHUE KOMHUU HOBOM 3aMHCH,
CoJieprKalIeld NEPCOHAIbHBIC TaHHBIC;

- ONPEAETATh CBOMX MNPEACTABUTEICH IS 3allUThl CBOMX IEPCOHATBHBIX

JAHHBIX HA COXPAHEHUE U 3aIUTY CBOEH JIMYHOW TaHBI.
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IIpaBa 00A13aHHOCTH M OTBETCTBEHHOCTDH ONEPATOPA NMEePCOHATbHBIX
JAAHHBIX

[lepcoHanbHass OTBETCTBEHHOCTh - OJIHO U3 TJIABHBIX TpeOOBaHWHA K
opranu3anuy (yHKIIMOHUPOBAHUS CUCTEMBI 3aIUTHI MEPCOHATHHON HHPOPMAIIH
1 00s13aTeNbHOE yclIoBUE oOecrieueHust 3P PEeKTUBHOCTU ITOM CUCTEMBI.

Opuanueckne w ¢usmueckue mHIA, B COOTBETCTBHH CO CBOUMH
NOJHOMOYHMSIMH BJIAJICIOIIME O Tpa)kgaHaxX MOJYYalolU[Me U HUCIHOJIb3YIOIINE ee,
HECYT OTBETCTBEHHOCTb B COOTBETCTBHUM C 3aKOHOAATENbCTBOM Poccuiickoit
Qenepanid  3a HapyIIEHHE peXUMa 3allUThl, OOpabOTKM M  TOpsAKa
UCTIOIB30BaHMs 3TO HHpOpMAIIHH.

PykoBoauTenb, paspemialomuidi  JAOCTYN COTPYJHUKA K JOKYMEHTY,
coJiepKallleMy TepCOHANbHbIE CBEIACHUS KOHTPAreHTOB M MAIMEHTOB, HECET
NEPCOHATBHYIO OTBETCTBEHHOCTh 32 JAHHOE pa3pelieHue.

Kaxnpiii coTpyAHHK oOpraHW3alyy, MOJy4Yaromuid s paboThl JOKYMEHT,
coJlep Kallluii EPCOHAIbHBIE JaHHBIE HECET €IMHOJMYHYIO OTBETCTBEHHOCTH 3a
COXPAaHHOCTh HOCUTEJNS K KOHPUACHIIMAIBHOCTh HH(DOpMAIUH.

JlomyCk K TMepCOHAIBHBIM JaHHBIM KOHTPAreHTOB W TMAIlMEHTOB JIPYTUX
COTPYIHUKOB paboToaTe s, HE UMEIOIUX HaJJIekKaIUM 00pa3oM o(pOpMIICHHOTO
J0CTyTa, 3alPEIIaeTCs.

Ilepenaya (0OMEH M T.[.) MEPCOHATBHBIX JAHHBIX MEXKIY MOAPa3aEICHUIMHI
OCYILECTBIISIETCSI  TOJIBKO MEXKIY COTPYIHUKAMM, HMEIOUIUMH JOCTYN K
MEPCOHATILHBIM JTAHHBIM KOHTPAreHTOB U MAIIMEHTOB.

3a HEUCHOJHEHHE WM HEeHaJJIeXKallee HCIONHEHHE PaOOTHUKOM MO €ro
BUHE BO3JI0KEHHBIX Ha HETr0 OOS3aHHOCTEH MO COOJIOCHHUIO YCTAaHOBJIEHHOTO
nopsiika paboThl CO CBEIECHUSIMU KOH(HMIEHIIMAIBHOTO XapakTepa paboToaarenb
BIpaBE MPHUMEHATh TpenycMoTpeHHblie TpymoBeiM KojekcoM AMCIUIUIMHAPHBIC

B3bICKAHM.
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14  OcobenHocTH 00pPadOTKM NMEPCOHATBHBIX JAHHBIX 0€3 HCIO0Jb30BaAHUS
CPeCTB aBTOMATH3AIUH

[Ipy  HeaBTOMATH3UPOBAHHOW  OOpaOOTKE pa3IMYHBIX  KaTeropui
MEPCOHANBHBIX JTAaHHBIX JIOJDKEH HCIOJB30BaThCS OTACIBHBIA MaTepUAIbHBIN
HOCUTENb I KaXKAO0W KaTerOpUH MEPCOHATBHBIX TAaHHBIX.

[Ipy HeaBTOMATU3WPOBAHHON 00pPa0OOTKE MEPCOHAIBHBIX JAHHBIX Ha

OyMa)kKHBIX HOCUTEIISX:

- He Jomyckaercs (uKcanmus Ha  OAHOM  OyMaXHOM HOCHTEJC
NIEPCOHANILHBIX JTAHHBIX, eI 00pabOTKU KOTOPHIX 3aBEIOMO HECOBMECTHMBI,

- TIepCOHANbHBIC JAaHHBIE JOJDKHBI  000COOISATHCS OT  WHOM
MH(POpPMAIIMK, B YaCTHOCTH IMyTeM (DHUKCAIMU WX Ha OTICIBHBIX OYMaXKHBIX
HOCHUTENISIX, B CIEIMAJIBHBIX pa3fenax Wi Ha ToJsx ¢popM (OJIaHKOB);

- JOKYMEHTBI, COJep alllie IepPCOHAIbHbIE JaHHbIE, (POPMUPYIOTCS B
Jiena B 3aBUCHUMOCTHU OT 11eJM 00paOOTKH MEePCOHATBHBIX TaHHBIX;

- Jena ¢ JOKYMEHTaMH, COJAEpKallUMH TepCOHAIbHBIC JaHHBIE,
JOJKHBI MMETh BHYTPEHHHE  ONHCH  JIOKYMEHTOB C YyKa3aHUEM LeJu
00paboOTKH U KaTETOPUH MEePCOHATBHBIX JIAHHBIX.

JlokyMeHTBl ~ (HOCUTENM  HMHPOpPMAIMM), COAEpPKAIIUE MEPCOHAIbHbBIE
JaHHBIC, JIOJDKHBI XPAHUTHCS B CIHYKEOHBIX  TMOMEIICHHSIX B  HAJEKHO
3amMpaeMbIX U OTedaThiBaeMbIX mikadax (ceidax).

YHu4TOXKEHHE WM O0E3NMMYMBAHUE YACTH TEPCOHAIBHBIX JIAHHBIX,
€CIM  JTO JIOMYCKAeTCs MaTepHalbHBIM HOCHUTEJIEM, MOXET MPOU3BOIUTHCS
CIIocOOOM, WCKIIOUAIOIIUM JabHEUITYyI0 00pabOTKy »dJTHX  TEPCOHATBHBIX
JAaHHBIX, C COXPAaHCHHEM BO3MOXXHOCTH 00pabOTKM WHBIX JIaHHBIX,
3a(UKCUPOBAHHBIX HA MAaTEepUATHLHOM HOCHUTEIE.

I[Ipy  HecoBMecTUMOCTH 1ejed O0O0pabOTKM TMEepPCOHANIbHBIX JaHHBIX,

3a()MKCUPOBAHHBIX Ha OJHOM MAaT€pUAIbHOM  HOCHUTENE,  €CIIH
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MaTepUaibHbIH ~ HOCHUTENb  HE MO3BOJISIET  OCYILECTBIIATH 00paboTKy
MEPCOHANBHBIX JAaHHBIX OTIAENBHO OT JpYrux 3adUKCHUPOBAHHBIX Ha TOM
K€ HOCHUTENE TMEpPCOHAJbHBIX MaHHBIX, JOJDKHBI OBITh MPUHSATHL MEPHI IO
o0ecrieueHUIo pa3lieIbHOM 00paOOTKH TMEePCOHATBHBIX JAHHBIX, B YACTHOCTH:

- Npd  HEOOXOIWMOCTH  HWCIONB30BAaHUS WM PacCHpOCTPaHCHHS
OTIpE/ICTICHHBIX IEPCOHANBHBIX JAHHBIX OTIENBHO OT HAaXOJMIIMXCS Ha TOM
K€ MaTepuallbHOM HOCUTENIe JPYTUX TEePCOHATBHBIX JaHHBIX OCYIIECTBIISETCS
KOTIMPOBaHUE TEPCOHAIBHBIX JAHHBIX, TMOJJICKAIIUX PACIPOCTPAHECHUIO WM
UCTIOJIh30BaHHIO, CIIOCOOOM, WCKIIOYAIOIIMM OJHOBPEMEHHOE  KONMHUPOBaHHE
NepCOHANBHBIX  JAaHHBIX, HE  MOMJSKAINUX  PaCIpPOCTPAHCHUIO "
UCTIOB30BAHUIO, W HWCIOJB3yeTcs (pacnpoCTpaHsETCs) KOMUS IEePCOHATBHBIX
TaHHBIX;

- NP HEOOXOIWMOCTH YHHYTOXXEHHUS WM OJOKHPOBAHHS YACTH
NEPCOHANBHBIX JAHHBIX YHHYTOXKAETCS WM  OJIOKHPYETCS MaTepualbHBIN
HOCUTENIb C TPEABAPUTEIIHHBIM KOIMPOBAHWEM CBEIEHUH, HE IOJICKAIINX
YHUYTOXKCHHIO WJIn OJIOKMPOBAHUIO, criocoboM, HCKITFOYAIOIITAM
OJTHOBPEMEHHOE  KONHUPOBAaHUE  IEPCOHANBHBIX  JaHHBIX, ITOJICKAIIUX
YHHUUYTOKEHHUIO WM OJIOKUPOBAHUIO.

YTouHEeHHEe TEPCOHANBHBIX JaHHBIX  TIPH OCYIIECTBICHUH ux
00paboTKN 0€3 UCIONB30BAaHUSl CPEACTB ABTOMATH3ALMU IPOU3BOIAUTCS IyTEM
OOHOBJICHUS! WM W3MEHEHHUs JAHHBIX HAa MAaTepUAJIbHOM HOCHUTENE, a €eCiH
3TO  HE JIOTTYCKAeTCsl TEXHUYECKMMH  OCOOCHHOCTSIMH  MAaTe€pUalIbHOIO
HOCUTENSI, MyTeM (UKCAMU Ha TOM K€ MaTepHajJbHOM HOCHUTEJE CBEICHHM
O BHOCHUMBIX B HHUX H3MEHEHHMAX JIMOO TMyTeM U3TOTOBICHHUA  HOBOTO
MaTepUaIbHOTO HOCHUTENSI C YTOYHEHHBIMU TEPCOHAIBHBIMU JTAHHBIMH.

OO0paboTka MepcoHANbHBIX JAHHBIX, OCYIIECTBIseMas 0e3 HCIOIb30BAHMS
CPEICTB aBTOMATH3allMH, JIOJDKHA OCYIIECTBIATHCI TakKUM 00pa3oM, 4YTOOBI B

OTHOIICHUH K&)I(I[Oﬁ KaTCropruun 1nepCoOHAJIbHBIX JaHHBIX MOKHO OBLI10 OonpcaACiInuTb
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MEeCTa XpaHEHUs MEepCOHAIbHBIX JAHHBIX (MaTEepUANbHBIX HOCHUTENEH) H
YCTAaHOBUTH MEPEUEHb JIHII, OCYIIECTBISAIOMNX 00pabOTKy NEPCOHATBHBIX JaHHBIX
100 UMEIOIIUX K HUM JJOCTYII.

[Ipu xpaHeHur MaTepHAIBHBIX HOCUTENICH JOJKHBI COOIOIATHCS YCIOBHUS,
0o0ecreynBarolie COXPAaHHOCTh NEPCOHANBHBIX JAaHHBIX W HCKIIOYAIOIINE
HECAaHKLIIMOHUPOBAHHBIA K HHUM JOCTYyN. XpaHEHHE TMEepPCOHAIBbHBIX JaHHBIX
(MaTepuanbHbIX  HOcUTENeil), 00pabOTKa KOTOPBIX  OCYIIECTBISIETCS B

PA3JIMYHBIX MHCJIAX TOJKHO OBIThH Pa3aACIIbHbBIM.
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15  Oxupaembiii 3¢ dexr ot peanusanuu [onoxenus
Peanuzamus I[omoxenus 6e3onacaoctu I11x B UCII/{H mo3BoauT:

* oueHuTh coctostHue Oe3zonacHoctu uHPopmauuu WCIIJIH, BBISIBUTH
UCTOYHUKH BHYTPEHHUX UM BHEUIHUX yrpo3 HHGOPMALMOHHON
0e30macHOCTH, OTIPEIEIUTD IPUOPUTETHBIE HaIpaBJICHUS
NpeOTBPAILICHUS, OTPAXKEHUS U HEUTpAIU3aLUU dTUX YIPO3;

* paspaboTaTh pacnopsAIUTEIbHbIE W  HOPMATUBHO-METOIUYECKHUE

TOKyMeHThI TpuMeHuTesbHO K UCTTIH;
* mpoBecTH ki1accudukamnuio u ceprudukanuo MCIIx;

¢ IIPOBCCTH OPraHU3AINOHHO-PCIKUMHBIC U TCXHUYCCKHUC MCPOIIPUATUA

no obecnieuenuto 6e3omacHoctu [1/1n B UCIIH;

* o0ecrneuynTth HEOOXOAUMBIH YpPOBEHb 0€30MacCHOCTH  OOBEKTOB
3aIHTHI;

* pa3paboTaTh  METOJHMYECKHE  JIOKYMEHTHI TIO0  pa3MEIICHUIO,
000pYIOBaHUIO M OXPaHE MOMECIICHHH, TJI¢ XPAHIATCS MEPCOHAIBHBIC
JaHHBIC, 0  XPAHCHUIO IEPCOHAIBHBIX JaHHBIX Ha OYMaXKHBIX
HOCHTEJIAX W TOPSJKY pabOThl HCIIOJHUTEICH C IEepPCOHAIbHBIMHU

JAHHBIMHU Ha OyMa)KHBIX HOCUTEISIX HH(POPMAIIHH.

Ocy1ecTBIeHUE ITUX MEPOTIPUIATUN 0OECTICUHUT CO3/IaHNE €UHOM,
IEJIOCTHOM W CKOOPJAMHHPOBAHHOW  CHCTEMBl  WH(DOpMAIMOHHOM
O0e3omacHOCTM W CO3[AacT  YCJIOBHS  JJIi €€ JaJdbHEHIIero

COBCPIICHCTBOBAHMA.
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16 CHnHCOK MCIOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATHUBHO-NPABOBBIMU U METOAUYEeCKUMH
AOKYMEHTaMH, HA KOTOPbIX 0a3upyercs HacTosee [lono:xkenue sABaASIIOTCSA:

@enepanbublii 3akoH oT 27.07.2006 r. Ne 152-03 «O mnepcoHanbHBIX
naHHbix» (manee — D3 «O mnNEpCOHANBHBIX JaHHBIX»), YCTaHABIUBAIOIIUN
OCHOBHBIC TIPUHIMMBI U YyciaoBus oOpabGotku I[I/IH, mpaBa, 00s3aHHOCTH W
OTBETCTBEHHOCTh YUaCTHUKOB OTHOIIIEHUM, CBSI3aHHBIX ¢ 00padoTkoi [1/]H.

«TpebGoBanusi K 3amUTe TMEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe B
WHOOPMAIIMOHHBIX ~ CHUCTEMaxX  NEPCOHAIBHBIX  JIAHHBIX»,  YTBEPXKIACHBI
ITocranoBnenuem IIpaButenbctBa PO oT 01.11.2012 1. No 1119.

«Ilonoxxenne 00 OCOOEHHOCTSIX OOpPaOOTKH TMEPCOHANBHBIX JAHHBIX,
OCYIIECTBIISIEMO 0€3 HCIIOJIb30BaHUSI CPEJICTB aBTOMATHU3AIMUY», YTBEPKIACHHOE
[ToctanoBnenuem IIpaButensctBa PO ot 15.09.2008 r. Ne 687.

[ToctanoBnenne IlpaButenbctBa Ne 211 ot 21 mapra 2012 roma «OG6
YTBEP)KJEHUU TIepeYHs Mep, HaIpaBJIEHHBIX Ha OOeCleYeHUe BBIMOJHEHUS
o0s3aHHOCTEH, IpeycMoTpeHHBIX D3 «O mepcoHaIbHBIX TAHHBIX» U MPUHATHIMH
B COOTBETCTBUM C HUM HOPMATHBHBIMU IIPAaBOBBIMM aKTaMH, OIEpPaTOpPaMH,
SBJISIIOLLIIMHUCS TOCYJAPCTBEHHBIMU WJIM MYHULIUIIAJIbHBIMA OpraHaMI.

«TpeboBanus K  MarepuajbHbIM HOCHUTENSIM OMOMETPUYECKUX
MEPCOHANBHBIX JAaHHBIX M TEXHOJOTHUSIM XpaHEHWS TaKUX JaHHBIX BHE
WHOOPMAITMOHHBIX ~ CHCTEM  TEPCOHANBHBIX  JAaHHBIX»,  YTBEPXKICHHBIC
IToctanoBnenuem IIpaBurensctBa PO o1 06.07.2008 r. Ne 512.

HopmaTtuBHO-MeTOonueckue gokyMeHThl DenepanbHOi  chyXObl 1O
TEXHUYECKOMY M SKCIepTHOMY KoHTpoito Poccuiickoit ®denepauvu (ganee -
OCTOK Poccum) mo obecneuenuto Oe3omacHoctd [IJ[H mpu mx oOpaboTke B

WUCTI/Tx:



BazoBas Mojenb yrpo3 ©6e30macHOCTH TMNEePCOHANbHBIX JaHHBIX TpH HX
00paboTke B HH(GOPMALMOHHBIX CHCTEMax MEPCOHAIBHBIX NaHHBIX, YTB. 3am.
nupekropa ®CTOK Poccun 15.02.08 T.

MeToaMKa ONMpenesieHnusl aKTyalbHBIX Yrpo3 0e30MacHOCTH MEepCOHABHBIX
JaHHBIX TpH HX 00paboTke B HMHGOPMALMOHHBIX CHCTEMax I[EPCOHAIBHBIX
naHHbIX, yTB. 3aM. qupekropa @CTIK Poccuu 15.02.08 r.

[pukaz OCTIK Poccun Ne 17 or 11 despans 2013 roza «O6
yTBepkAeHur TpeOoBanuii o 3amure HHOOPMALMH, HE COCTABISIOMMX
roCyAapCTBEHHYIO TalHy, COMEpXKAIMXCsl B TOCYJapCTBEHHBIX HH(POPMAIIHOHHBIX
CUCTEMAX.

Ipuka3z ®CTIK Poccun Ne 21 ot 18 depans 2013 ropa «O0 yTBepKIeHUH
CocTaBa 1 COepXKaHHs OPraHU3ALMOHHBIX U TEXHHYECKHX MEp M0 00ecIedeHHI0
6e30MaCHOCTH MePCOHANbHBIX JaHHBbIX NP HX 00paboTke B MH(OPMALMOHHBIX
cUCTeMax MepCOHAJIbHBIX JaHHBIX).

ITpuka3 ®enepanbHoil ciry)6b1 Ge3omacHocTH Poccuiickon ®enepalliv OT
10 wmrons 2014 1. N 378 «O6G yrBepxaenun CocraBa U COJAEpPXKaHHUA
OpPraHM3allMOHHBIX M TEXHHYECKHX Mep M0 00ecTedeHHIO 0€e30MacHOCTH
MepCOHANBHBIX [aHHBIX MpH MX 006paboTke B HHYOPMALMOHHBIX CHCTEMaX
[ePCOHAIBHBIX JAHHBIX C MCIOJIb30BAHUEM CPEICTB KPUIITOrpapuyecKot 3alluThl
MHPOPMAIINY, HEOOXOAUMBIX /IS BHITOJTHEHMs YCTaHOBICHHBIX IIpaBuTeNbCTBOM
Poccuiickoii Penepauuu TpeOOBaHUM K 3alllUTe MEPCOHANBHBIX MAaHHBIX A

KaXaoro mu3 ypOBHeﬁ 3al0UINECHHOCTHUY.

3aMecTUTENb [NIABHOIO Bpava 1o MeJAMLMHCKOM-HacTH,
Bpay UHGMEKIUOHUCT - A p, P.X. buxxykoBa

=
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